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INTRODUCTION 
As the threat landscape evolves, organizations have accepted the fact that they have to take a more proactive detection 
approach to advanced threats rather than relying on traditional defenses. As a result, customers have turned to detection 
and response tools that allow for proactive “hunting” for Indicators of Attack (IoA) and reactive “sweeping” for indicators 
of compromise (IoCs). Once found, those tools are required to automatically respond to attacks or to at least provide for an 
action from the Incident Response (IR) staff. Unfortunately, due to the number and complexity of both these attacks and the 
detection/response tools, organizations struggle to hire enough qualified staff and stay on top of the discovered threats. This 
is compounded by a worldwide cybersecurity skills shortage.

Managed detection and response (MDR) provides advanced threat hunting, detection, and response as a service to 
organizations that seek assistance for their own IR staff, or for those who wish to offload it altogether.

This white paper provides some details from the emerging MDR market and provides information on how Trend Micro’s 
Managed XDR service can extend the value of MDR to any organization.

1. THREE KEY VALUES OF MANAGED DETECTION AND RESPONSE 
ADDRESSES EVOLVING THREAT LANDSCAPE WITH BETTER, CORRELATED DETECTION

Today’s threats are becoming more sophisticated and are evolving faster to bypass existing security solutions currently in 
place. These new threats take the shape of targeted attacks, multi-stage attacks, ransomware, cryptocurrency mining, and 
fileless malware, among others. For example, fileless malware is designed to leverage existing applications in the form of 
scripts and code injections. Since this malware arrives in a script or line of code, it only exists in memory and isn’t written to—
or read from—a disk, which is what most endpoint security products do. It can only be detected when it runs. It is difficult 
for enterprises to keep abreast of this shifting threat landscape and to ensure they are protected. Traditional signature-based 
antivirus approaches alone are a weak defense against ransomware, targeted attacks, and unknown threats. Many security 
vendors offer unique ways of addressing new advanced threats, but it’s difficult for enterprises to evaluate, trial, integrate so 
many different solutions and know that they have the coverage needed.

76% of organizations find TDR more difficult today due to sophisticated threats,  
increasing workloads, and growing attack surface

ESG Research: Threat Detection & Response Survey Final Results, January 2019

Advanced threat detection tools such as endpoint detection and response (EDR) and network threat detection are effective 
methods for detecting, investigating, and responding to attacks. Organizations have started to embrace these additional 
security controls in the hope to improve detection and expedite response. According to an ESG survey, the majority of 
respondent organizations have seen value in deploying additional controls that incorporate protection from more than one 
source.

www.trendmicro.com
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The top reasons given for deploying additional controls seem to be grounded in a need for more advanced telemetry to 
gather event data for analysis as well as the recognition that sophisticated attacks cannot be detected by traditional AV 
alone. Traditional endpoint security solutions can prevent, detect, and respond to malicious activity but can only do so in 
real time. EDR, on the other hand, records file, network, and process and system level activities (telemetry) so that security 
investigators can “replay” the event leading up to the malicious software being discovered. A good metaphor to describe 
EDR: Traditional endpoint security is like the bars on the window and the alarm system that goes off when an event occurs, 
chasing intruders off of the property.  EDR allows the security personnel to rewind the security tapes to see how they 
managed to bypass the metal bars, exactly what they did while inside, and how to ensure no intruder is still present.  

The motivations and benefits for EDR can vary, with both reactive and proactive reasoning as the driving force for adoption 
or even interest in the technology—security incidents are often a catalyst for change, but use cases show that it is not the 
primary reason. In the same ESG survey, over 75 percent of respondents achieved measurable benefits after deploying EDR.

www.trendmicro.com
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CUTTING THROUGH THE NOISE OF TOO MANY ALERTS AND OPERATIONAL INEFFICIENCIES

When it comes to security, some of the greatest challenges revolve around operational inefficiencies. One such challenge 
is being able to efficiently respond to the number of detections. Network sensors, as well as endpoint and other security 
tools, generate numerous gray alerts that have to be analyzed to determine if a further follow-up is required or whether an 
insignificant-seeming alert from one system correlated with other alerts and events can be identified as malicious. Incident 
response staff have to balance the severity of security alerts with other priorities, especially when there may not be a 
dedicated incident response or security staff. Often, incidents are overlooked. Organizations can use detection and response 
tools to investigate these alerts, however, that can be time consuming and difficult to handle without the right expertise. 

Twenty five percent of respondents (which were within the midsize and enterprise range) say that their IT/security teams 
often spend excessive time investigating incident alerts, many of which turn out to be false or insignificant when viewed 
independently.  Sometimes, however when correlated with other events, they may form part of a bigger picture threat. With 
too many grey alerts comes the risk of alert-fatigue. The more grey alerts, the more alert fatigue, resulting in important 
information being missed or overlooked.

BUDGET LIMITATIONS AND STAFFING DIFFICULTIES

Many organizations have or are considering building a detection and response program, usually by deploying EDR tools. 
Detection and response, requires specialized skills to maximize the value of technology with malware analysis, forensics, 
security analytics, etc. These skill sets are not always readily available and can’t be easily trained because cyber skills cover a 
wide range of disciplines. They are also expensive and in high demand, which means that not every organization can afford 
to have in-house staff that can really get the best results from these EDR tools. Some organizations have built-out incident 
response or security operations teams but don’t have the budget to staff these beyond standard work hours and work days.

83% of organizations agree or strongly agree that using EDR effectively demands advanced security analytic skills 

ESG Research: Threat Detection & Response Survey Final Results, January 2019

The worldwide cybersecurity skills shortage puts even more pressure on incident response (IR) teams. A lack of qualified 
candidates to fill these positions means that even if an organization could justify the full-time staff, it is difficult to find them. 
Despite its urgent and ever-growing importance, the cybersecurity industry is projecting a staffing shortage of 1.8 million 
unfilled jobs globally by 2022.2 It is also expected that this labor shortage will persist in the years to come. According to 
Gartner, forty percent of midsize enterprises (MSEs) don’t have a cybersecurity expert in their organization. A labor shortage 
for security professionals will prevent MSEs from filling this talent gap for at least three years. 3

Budgetary limitations, coupled with the limited number of available skilled security professionals, create an impediment for 
midsize enterprises when it comes to maintaining an adequate security posture. Organizations often make tactical security 
decisions that rely on technology products with less regard for the processes and people aspect of their envisioned security 
posture. According to Gartner, among the popular use cases for organizations to consider managed security services include: 
Delivering 24/7 security monitoring when there is not enough staff to accomplish this internally (a minimum of eight to 12 
dedicated security analysts are required for 24/7 monitoring).4 This is an unrealistic goal for most. For midsized enterprises, 
the imperative is to achieve an effective security control posture, ensure compliance, and close known security gaps. For this, 
they increasingly look to outsource services in order to reduce operational costs and overcome staffing challenges.

1 ESG Master Survey Results, The Evolution of Endpoint Security Controls and Suites, November 2017 
2 (ISC) Blog. Cybersecurity Workforce Shortage Projected at 1.8 Million by 2022. CSO Online. February 15. 2017. https://blog.isc2.org/isc2_blog/2017/02/cybersecurity-workforce-gap.html 
3 Gartner. Midsize Enterprise Playlist: Security Actions That Scale. Wynne, Neil and James Browning. 2018. May 10. (p.1) 
4 Gartner. Midsize Enterprise Playlist: Security Actions That Scale. Wynne, Neil and James Browning. 2018. May 10. (p.9)

www.trendmicro.com
https://research.esg-global.com/reportaction/EvolutionEndpointSecurityControlsSuites/Toc
https://blog.isc2.org/isc2_blog/2017/02/cybersecurity-workforce-gap.html


Page 6 of 15   |   Trend Micro White Paper  

Managed Detection and Response (MDR)

2. THE EVOLVING MARKET FOR DETECTION AND RESPONSE 
ENDPOINT DETECTION AND RESPONSE (EDR) 

EDR adoption is connected to the need to sharpen visibility and the need to understand the multitude of different threats and 
attack types while responding to them in a timely and effective manner. Standalone EDR vendors have successfully convinced 
the market that threat hunting is the only effective way to detect and remediate advanced threats. Investments in EDR between 
2013 and 2016 grew substantially because of this and EDR is being adopted without the skills available. Security professionals have 
realized that detection and response is not only about technology but also about required expertise. Technology was only part of 
the answer to the overarching situation. Endpoint security as a service (SECaaS), along with managed endpoint security services 
like managed detection and response (MDR), offers organizations a level of flexibility without sacrificing the expertise required or 
without ignoring budgets. These services also provide the operational efficiencies that come along with a cloud-based platform. 

MANAGED DETECTION AND RESPONSE

Before MDR, the traditional managed security services belonged to either managed change control, managed alerting, or 
managed escalations, and is now expanded to include two more categories; managed detection and managed response. 
Managed detection provides advanced detection, investigation, and response services to find and stop advanced threats. It uses 
analytics and threat intelligence on a client’s behalf to discover malicious behavior before signatures are available. Managed 
response allows the provider to take adequate action—by means of pre-approved steps—to respond to an intrusion and try to 
defend against the attacker and prevent further damage. These steps can be customized by attack type, asset, user, etc. 

Managed Detection and Response (MDR) is available from managed security service providers (MSSPs), EDR technology 
vendors, and dedicated MDR providers. MDR services allows organizations to add 24/7 threat monitoring detection and 
response capabilities to their security posture, in many cases at a much lower cost than building a full 24/7 SOC. Organizations 
can single out situations in which the provider prompts their action, allowing them to refocus on their core business.

Enterprises look to MDR to improve their ability to detect and respond to threats, which is a necessary part of an effective 
security strategy. It is a dynamic market because demand from midsize enterprises has been particularly strong and MDR is 
seen as a great fit offering more than simply outsourcing items, such as security-event monitoring, to an MSSP.

Customers have a choice of a wide range of managed services. MSSPs are different from MDR providers in that they offer monitoring 
and outsourced security management, including firewalls and IPS and various vendors. MSSPs focus on technology and the management 
of it, while MDR provides a specific service centered around advanced threat management. In the past few years, MSSPs failed to adapt 
services to actual customer needs by overemphasizing monitoring services to the detriment of customized and detailed threat response. 
The struggle for customers is less about alerting, but more about responses to the threats. “Response” seems to be the defining element 
and benefit of MDR services with many customers stating that they want more comprehensive threat detection and response services. 

The number of MDR vendors is increasing and MSSPs are adding MDR services to their portfolios to compete against MDR 
providers. Gartner predicts that, by 2020, 15 percent of organizations will be using MDR services, up from less than 5 percent today.5 

A critical component with MDR services is the increase of advanced analytics designed to leverage big data sets for detection 
and analysis. As these capabilities mature—and not every (effective) threat detection requires advanced analytics—this might 
also factor into buying decisions.

TREND MICRO XDR - MULTI-VECTOR DETECTION AND RESPONSE 

IT and security teams worry that their detection capabilities have not kept pace with the growing diversity and complexity 
of today’s constantly-evolving cyber threats—especially with new threats like multi-stage and living-off-the-land attacks. 
They are also recognizing the limitation with EDR, as it only looks at the endpoints which limits the scope of threats that 
can be detected—and if something is detected—limits the view of who and what is impacted and how best to respond. XDR 
has emerged as a means to extend detection and response beyond the endpoint to consider and consolidate additional 
security vectors, whether that be email, servers, cloud workloads, or network. This enables teams to have more insightful 
investigations because they are connecting more dots in a single view. With more context, events that seem benign on their 
own suddenly become meaningful indicators of compromise, allowing analysts can detect threats earlier.

5  Gartner. Market Guide for Managed Detection and Response Services.  
Bussa, Toby, Kelly M. Kavanagh, Sid Deshpande, Craig Lawson and Pete Shoard. 2018. June 11.(p. 2)

www.trendmicro.com
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3. TREND MICRO MANAGED XDR  
A MULTI-VECTOR MANAGED DETECTION AND RESPONSE SERVICE 

Trend Micro Managed XDR is a service that provides detection and response services on behalf of its customers. It monitors 
customer email, endpoint, server, cloud workload, networks, and data 24/7, using advanced analytics and artificial 
intelligence (AI) techniques to correlate and prioritize alerts according to severity. Customers have access to the MDR experts 
who, along with the institutional collective knowledge of the security vendor, can provide actionable remediation plans and 
guidance. Trend Micro experts perform a root cause analysis to get an understanding of how attacks are initiated, how far 
they spread, and what remediation steps need to be taken. 

Customers can choose to monitor email, endpoint, server, cloud workload, and network products:

•  Endpoints with Trend Micro Apex One™, and Trend Micro Apex One™ Endpoint Sensor, record system behaviors and 
activity. Metadata on this, along with alerts and detections, are sent to the Trend Micro Managed XDR service. The 
security as a service (SaaS) version of Endpoint Sensor supports Microsoft® Windows® and Linux® users.

•  Networks equipped with Trend Micro™ Deep Discovery Inspector™ provide advanced network detection across over 
100 protocols and all network ports. The Managed XDR service collects network data from Deep Discovery Inspector 
as well as detections and alerts.

•  Cloud Workloads protected by Trend Micro™ Deep Security™, powered by XGen™, send log information to the 
Managed XDR service so that Trend Micro analysts can perform detection and response services.

•  Email protected by Trend Micro Cloud App Security can also subscribe to Managed XDR for messaging, allowing Trend Micro 
staff to extend root cause analysis and sweeping back to Microsoft® Office 365® and Gmail for a proactive response.

While Trend Micro offers individual services for the above, the true strength of the service is the ability to correlate alerts and 
data from multiple technologies for better detection. Detection improves with the number of threat vectors served.

The service can correlate and prioritize contextual threat information from multiple sources and deliver an automated 
response. This will be done with the help of three specific enhancements:

•  AI-augmented detection and correlation of high-risk threats

•  Automated prioritization of threat information across user endpoints, networks, email, and servers

•  Orchestration and response automation

When the Managed XDR service detects a threat, Trend Micro MDR analysts immediately work to ensure that the organization 
is protected with updated threat information. An IoC sweep then determines the impact of the attack. Once the scope is known, 
Trend Micro analysts preform a root cause analysis to determine the source and spread of the attack. Customers are advised of 
remediation that may need to occur. Throughout this process Trend Micro is in constant communication with the customer.

Figure: Trend Micro Managed Detection and Response
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KEY DIFFERENTIATORS 

Proven Better Detection

Trend Micro solutions have consistently been rated highly by third-party analyst firms and independent tests. Network and 
endpoint solutions have received top recognition.

Third-party testing provides a reliable way to gauge the security effectiveness. NSS Labs assesses the security effectiveness 
and performance-adjusted total cost of ownership for every product in its Security Value Map™ (SVM) by technology area 
(IPS, firewalls, sandbox, among others). The SVM illustrates the relative value of security investment options by mapping 
security effectiveness and relative value (cost) of tested products on the basis of empirical data from individual test 
reports and comparative reports. Typically there are four rating levels: “Recommended” (which is the top rating), “Security 
Recommended”, “Neutral”, and “Caution”. 

In the Security Value Map (SVM) for advanced endpoint protection, Trend Micro™ Smart Protection™ for Endpoints scored 
among the top products with a “Recommended” rating6, indicating a strong level of security effectiveness.

For the fifth year in a row, the SVM for Breach Detection Systems (BDS) lists Trend Micro Deep Discovery Inspector among 
the top products with a “Recommended” rating, indicating a high percent breach detection rate and quickest detection 
time.7 NSS Labs run a multi-device deployment to get a more accurate reflection of cost than just running a single BDS. For 
enterprises, it is important to factor in bandwidth and the number of users, as very often the malware detection rates start 
to drop once BDS devices operate at maximum capacity. For the security effectiveness measurement, two factors are looked 
at to get a realistic estimation; block rate and evasions. 

AV-Test measured 18 endpoint protection products. In the most recent test, Trend Micro™ OfficeScan™ achieved a 100 percent 
protection score—the highest performance score (6.0 out of 6.0)—which indicates the influence on machine speed, such as 
copying of files and launching applications, and a high usability score (5.5 out of 6.0), which measures impact of the software 
on the usability of the computer.8

Better Intelligence  

No security offering is complete without timely and accurate threat intelligence to power and support it. Threat intelligence 
helps organizations understand their exposure and find ways to combat those threats. Trend Micro™ Smart Protection 
Network™ (SPN) mines and delivers actionable global threat intelligence to all Trend Micro products and services. SPN is 
cloud-based and utilizes advanced detection analytics to immediately inhibit attacks before they can take their course and do 
harm. By processing threat information in the cloud rather than on individual machines, the demand on system resources is 
significantly reduced as are time-consuming signature downloads.

Trend Micro threat researchers and data scientists use the latest big data techniques to analyze data and combine their 
analyses with automated processes, such as machine learning, to identify threats in real time. This wealth of global threat 
intelligence is rapidly and accurately collated using predictive analytics to customize protection against the threats that are 
most likely going to impact customers. The Smart Protection Network works in three distinct areas; collection, identification, 
and protection.

Providing the most comprehensive coverage in the industry, it powers the consumer, small business, enterprise, and partner 
solutions across mobile, endpoint, server (physical and virtual), network, messaging, gateway, and cloud platforms.

6 Skybakmoen, Thomas and Morgan Dhanraj. 2018. Advanced Endpoint Protection Comparative Report. Security Value Map (SVM). NSS Labs. April 17 
7 Skybakmoen, Thomas. 2017. Breach Detection Systems Comparative Report. Security Value Map (SVM). NSS Labs. October 19 
8  AV Test. 2018. AV-TEST Product Review and Certification Report July-August.  

https://www.av-test.org/en/antivirus/business-windows-client/windows-10/august-2018/trend-micro-office-scan-12.0-183218/ 
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Multiple MDR Services Mean Better Detection

Effective detection and response can analyze seemingly benign alerts and information to determine if it is part of a larger, 
more sophisticated attack. An effective way to do this is to analyze separate threat vectors to see if there is a correlation. 
For example, privilege escalation detected on an endpoint may seem innocuous, and detection of “east-west” traffic by 
network security may also seem minor. But when you could correlate that the network traffic was as a result of the privilege 
escalation, it may be part of a sophisticated attack. Trend Micro’s Managed XDR service has the ability to correlate alerts and 
information from endpoints, server-specific security, network security, and email security for the best possible detection. 

Correlation has added benefits: A clear picture of the movement of the threat through an organization can identify impacted 
systems even if they have no security installed. This becomes especially relevant for IOT systems such as enterprise printers 
or scanners.  

A Market Leader in Cybersecurity

Trend Micro has been delivering consistent market leadership for more than 30 years. In third-party assessments of its 
capabilities, Trend Micro has been scoring in the top categories, which we feel is great independent validation of product 
quality and Trend Micro’s status as leader. Trend Micro was named a Leader by Gartner analysts in the January 2018 Magic 
Quadrant for Endpoint Protection Platforms.9 In addition, the company was named a Leader in The Forrester Wave™: 
Endpoint Security Suites, Q2 2018, whereby Trend Micro achieved the highest score possible for the “Strategy” category, was 
top ranked for “Current Offering” category, and was among the second-highest scores in the market presence category.10 

Trend Micro is dedicated to continuous improvement and expansion of its range of threat defense techniques, along with 
their proactive XGen™ security approach, which blends a cross-generational mix of techniques that guarantees best-in-class 
suite capabilities. Organizations are looking for simplified solution models to improve performance and the ratings Trend 
Micro receives are reflective of organizations’ satisfaction with this approach.

9  Gartner “Magic Quadrant for Endpoint Protection Platforms,” by Ian McShane, Avivah Litan, Eric Ouellet, Prateek Bhajanka; 24 January 2018. Gartner does not endorse any vendor, 
product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner 
research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or 
implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

10 The Forrester Wave. Endpoint Security Suites. Forrester Research, Inc. Q2 2018. June 21. 
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Endpoint Network Cloud Workloads Messaging

Std Adv Std Adv Std Adv Std Adv*

Detection

Investigation

Response

XXX Trend Micro  
Products Required Minimum Version Benefits

For Endpoints

Apex One  
Endpoint Protection

March 2019 release for on-
premises, all SaaS versions

Trend Micro Apex One uses a blend of advanced threat 
protection techniques to eliminate security gaps. This 
blend of protection is delivered via an architecture that 
uses endpoint resources more effectively. The security 
as a service (SaaS) version of Endpoint Sensor supports 
Windows and Linux users.

Apex One  
Endpoint Sensor

March 2019 release for on-
premises, all SaaS versions

Trend Micro Apex One Endpoint Sensor add-on gives 
insight to detections by allowing threat investigators to 
replay system behaviors and hunt for new indicators of 
compromise (IoC) and Indicators of Attack (IoA).

For Networks
Deep Discovery Inspector 
(hardware or virtual 
appliance)

Version 5.1

Deep Discovery Inspector enables real-time visibility and 
automation and is designed to monitor network traffic for 
threats and abnormalities, including traffic from database 
servers, SIEM systems, SNMP, directory servers, file 
servers, etc.

For Cloud Workloads
Deep Security Enterprise, 
per VM or per non-server 
(POS/Kiosk/VDI)

Version 11.1+

Deep Security, powered by XGen™, uses a comprehensive 
set of policy-enforced security controls to automatically 
shield VMs from network attacks and vulnerabilities, 
stop malware and ransomware, and detect unauthorized 
system changes.

For Messaging Cloud App Security for 
Office 365

No minimum version 
required (a SaaS service)

Advanced threat and data protection for Microsoft® 
Office 365 Cloud App Security integrates directly 
with Office 365, Gmail and other services using APIs, 
maintaining all user functionality without rerouting email 
traffic or setting up a web proxy.

* Advanced Managed XDR for Messaging will be available in the second half of 2019

Trend Micro provides Managed XDR services for the following products:

• One or more Deep Discovery Inspector physical or virtual appliances. 

• Services

A DETAILED VIEW OF TREND MICRO MANAGED XDR SERVICES AND FEATURES 

The Trend Micro Managed XDR service package provides onboarding support, 24/7 alert monitoring, alert prioritization and 
investigation, and threat hunting services. Trend Micro Managed XDR will monitor customer’s environments and coordinate 
required action in the event of an incident. 

Trend offers Standard and Advanced Managed XDR services across endpoint, servers, networks, cloud workloads, and email. The 
difference between the levels of service is that standard is solely focused on advanced detection through the correlation service and 
threat hunting services, while the advanced level offers deeper hands-on investigation and response by Trend Micro professionals.

www.trendmicro.com
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Detection
Endpoint Network Cloud Workloads Messaging

Std Adv Std Adv Std Adv Std Adv

Sweeping for indicators of compromise (IoCs) F

24/7 critical alerting and monitoring F

Automated root cause analysis (RCA)

Threat source identification

Investigation
Endpoint Network Cloud Workloads Messaging

Std Adv Std Adv Std Adv Std Adv

Incident prioritization F

Container identification

Impact analysis F

On-demand health check F

Response
Endpoint Network Cloud Workloads Messaging

Std Adv Std Adv Std Adv Std Adv

Access to MDR analysists F

Threat response F

General
Endpoint Network Cloud Workloads Messaging

Std Adv Std Adv Std Adv Std Adv

Onboarding assistance F

Monthly service reports F

Quarterly service reports

Service reviews F

F= future

www.trendmicro.com


Page 12 of 15   |   Trend Micro White Paper  

Managed Detection and Response (MDR)

SERVICE DESCRIPTIONS 

Customers can opt for the Managed XDR service at any point whether they are currently using a Trend Micro deployment or 
are completely new to Trend Micro’s offerings. During the onboarding phase, customers receive practical remote support 
assuming they have completed deployment of their Trend Micro product.

Onboarding Assistance

During onboarding, Trend Micro will ensure that the customer’s products are properly integrated and configured for MDR 
services. This means ensuring that each product is connected to the MDR service, configuring the servers and deploying 
agents as required, and having all MDR components integrated with Trend Micro Apex Central™. For an endpoint to be in 
scope for MDR services, it must have the Apex One agent installed on it, and be able to connect to both the Apex One server 
and the internet.

•  Trend Micro will collaborate with customers to ensure proper connecting of the customer’s environment to the Trend 
Micro security operation centers for remote services such as event monitoring, investigation, and response. This also 
includes assistance in creating a transition plan for onboarding existing Trend Micro solutions. 

•  Any configuration changes in these environments are made by the customer.

•  For full deployment support, customers can also purchase professional services.

IoC Sweeping

A search of customer data for newly identified IoCs (incl. US-CERT, Trend Micro research discoveries, and other third-party 
disclosures). The service will check with significant indicators (IP, domain, file hashes, etc.) that are trending within the 
customer’s industry and region, to see if the customer is impacted.  

24/7 Critical Alerting and Monitoring

Monitor the logs for new critical alerts and investigate, via automated or manual means, to deliver details on the threat. 
Customers can define the escalation path for the MDR team based on critical assets, etc. Monitoring is be done via a “follow-
the-sun” model, manned by staff within the region during business hours, shifting to other MDR operation centers after 
regular business hours. It should be noted that customer’s MDR “node” (the server performing the correlation and alerting) 
does not “follow the sun”, respecting data sovereignty concerns. See Geographic Services for more information.

On-Demand Health Check

Customers can request an aggressive scan which uses the latest threat intelligence to scan products for potential threats that 
might affect the organization. Customers may provide IoC information or threat information to be searched.

Proactive Threat Hunting

Trend Micro may use intelligence-driven (based on threat intelligence reports, threat intelligence feeds, malware analysis) 
or situational-awareness driven (suspicious events or indicators that happen on critical or high priority assets within the 
network) methods, processes, or analytics. 

Root Cause Analysis

Endpoint data serves as the basis for root cause analysis, which shows where the threat originally entered the endpoint 
(email, web, USB, application, etc.), how it spread, and what devices were affected. This is important so the customer 
understands the injection vector and trajectory. Root cause analysis helps to identify the security gap of the endpoint(s), and 
in general, get a clear overall picture of the attack.
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Impact Analysis

A new alert (threat/IoC) discovered in a customer environment is checked against the metadata stores to see if that file is on 
any other protected system, as well as what other systems the compromised host may have tried to access/infect/spread to. 
This is similar to IoC sweeping, but the impact analysis is based on the threats that are new to the environment and not based 
on indicators shared by a third party. With the IoC, the number of endpoints affected can be determined.

Incident Prioritization

With threat data and customer shared environment data, the MDR team can help identify which threat a customer needs to 
prioritize. This also allows the MDR team to escalate threats to specific high-value endpoints as requested and determined by 
the customer. This is similar to critical alerting, however, indicators for all hosts would be qualified if the threat is significant 
or if it is insignificant. Events triggered via host or network would be validated through the MDR service to determine if 
additional tasks would be done aside from product detection. According to how an incident is valued (significant or not) the 
appropriate next steps would be taken.

Access to MDR Analysts

Customers can access MDR security analysts if further details need to be clarified beyond regular reports. In the face of an 
incident, direct contact with a security analyst can be paramount. Customers may choose the best communication option to 
reach the MDR team on a 24/7 basis.

Threat Response

The Trend Micro Managed XDR service will provide detailed remediation options to the best of the team’s ability, as well as, 
where applicable, custom cleanup tools to help the customer recover from the threat.  

Immediately after a threat is identified, updated threat information is pushed to the Trend Micro Smart Protection Network, 
which in turn will automatically protect the customer from any further incidents by propagating this threat information to 
in-place security.

To remediate the threat, security analysts can create custom anti-threat toolkits that the customer can run via integrated 
toolkits or manually. These custom anti-threat toolkits are manually generated for the customer on a per-incident basis. 
If there were system changes that are not in scope of a clean-up tool, the security analysts would provide any possible 
recommendation.

REPORTS

On quarterly/monthly basis, a report is provided in executive summary style—allowing the customer to get an overview of 
the threat landscape it has been exposed to and a view of the value the service provides to them over a specific time period. 
Metrics used to show this include IoC sweeps, alerts handled, etc. For significant events and incidents that required response 
and/or investigation, a per-incident report is generated. It enlists details of the threat, including affected hosts, IoCs, and 
recommended mitigation options, among others. 

SERVICE REVIEWS

Upon customer request, Trend Micro provides an opportunity for a formal service performance review at least once per 
month. In this review service, the customer is walked through performance, significant events and incidents, faults and cases, 
change requests and execution, and recommendations. In most cases this will be conducted via web conference.
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SERVICE-LEVEL OBJECTIVES (SLOs)

Consistent with the MDR industry, Trend Micro does not offer service-level agreements, however Trend Micro can offer 
service-level objectives, summarized as follows:

•  When a critical event is triggered, Trend Micro MDR operations will notify customer that they are investigating  
a potential incident within one hour of the critical event time. 

•  Once a critical event case is open, the customer is provided with an update, with at least one update being  
provided per 24 hours.

•  Monthly/Quarterly reports (as listed in service description) will be produced and sent to customer within  
10 business days of first day of each month/quarter.

•  Customers will be contacted within 72 hours of order processing with initial information to schedule  
onboarding planning call. 

•  Customer onboarding to Service Platform will start within 10 business days from acceptance of the order  
unless customer scheduling does not allow for that timeline. 

•  As per request, Trend Micro will provide available time slots for a service review within 48 hours of receipt  
of email. The meeting should occur with 15 business days of the customer meeting request.

Service Locations

Trend Micro offers its Managed XDR service globally with MDR security operation centers (SOCs) worldwide. To ensure 
customer data remains in a region, we have created MDR nodes; systems where customers’ information is stored and 
deployed worldwide. During onboarding, the MDR team will help the customer choose which node they will use and 
configure the products to point to a specific node. While different SOC locations may perform MDR services for a customer 
depending on the time of day, the MDR node where the data is stored remains the same.
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Trend Micro Incorporated is a pioneer in secure content and threat management. Founded 
in 1988, Trend Micro provides individuals and organizations of all sizes with award-winning 
security software, hardware and services. With headquarters in Tokyo and operations 
in more than 30 countries, Trend Micro solutions are sold  through corporate and value-
added resellers and service providers worldwide. For additional information and evaluation 
copies of Trend Micro products and services, visit our Web site at www.trendmicro.com.

CONCLUSION 
Managed Detection and Response has emerged recently, as many customers recognize the need to have an added layer of 
correlated detection without the additional burden of systems and personnel to detect, investigate, and respond. The current 
cybersecurity skills shortage and increasing number of “grey” alerts has created an environment in which MDR makes sense 
for many organizations. In addition, customers may require MDR services to augment their current detection and response 
practice by adding 24/7 monitoring or as an extra set of “eyes” to ensure better detection.

Although MDR has many benefits, an often overlooked (and important) benefit lies in its ability to provide better overall 
detection for customers who subscribe to the service on more than one threat vector; as MDR for endpoint, server, cloud 
workloads, network, and email will detect more than just a standalone MDR for endpoints. This is the advantage of Trend 
Micro Managed XDR. 

For details about what personal information we collect and why, please see our Privacy Notice on our website at:  
https://www.trendmicro.com/privacy
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