
Each month Marianna Shafir, Smarsh Corporate Counsel and Regulatory Advisor, summarizes 
key FINRA and SEC actions taken on firms and employees for compliance violations. Marianna 
provides important insights and recommendations to solve compliance challenges and help 
reduce risk and liability. 

Over the past year, the SEC and FINRA have been hard at work enforcing communications 
supervision compliance regulations throughout the financial services industry. In this roundup, 
we’ve selected 10 of the most notable violations from our monthly Regulatory Update blog 
posts to review how they occurred, in addition to the impacts firms are facing due to enhanced 
SEC and FINRA scrutiny.
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In August of 2018, the Securities and Exchange Commission (SEC) fined a 
bank $10.5 million for books and records, internal accounting controls, and 
supervision violations.

The bank has agreed to pay $5.75 million to settle the first charge of 
inaccurate records and failure to reasonably supervise traders. The SEC 
found that from 2013 to 2016, three traders mismarked illiquid positions in 
certain proprietary accounts they managed, in two cases covering losses 
from widespread unauthorized trading. The bank fired the traders involved 
after the $81 million loss was discovered, but the SEC sanctioned the 
company for failing to detect the misconduct sooner and for inadequate 
supervision of the traders. The US investment bank was also served with a 
second $4.75 million fine to settle charges that it failed to maintain adequate 
internal accounting controls.

“[The bank’s] lax supervision and weak internal accounting controls allowed a 
handful of rogue traders to mismark positions over several years,” said Marc 
Berger, head of the SEC’s New York office.

Bank Fined $10.5 Million for Supervision Violations
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In May of 2018, FINRA fined a clearing firm $5.3 million for anti-money laundering (AML) failures as well 
as recordkeeping, financial, and operation violations involving penny stock shares. Despite clearing and 
settling billions of penny stock shares dating back to 2012, FINRA discovered that the clearing firm failed 
to institute an AML program to detect and report potentially suspicious transactions. Not only did the 
firm not have surveillance reports to monitor potentially suspicious penny stock liquidations in place until 
June 2014, it also did not require its employees to document their reviews of the surveillance reports 
that did exist.

Further, the SEC penalized the same firm an additional $860,000 for AML violations, including failure to 
file suspicious activity reports (SARs). Aside from its failure to file SARs, the firm was also found to have 
failed to promptly produce requested documents to the SEC during the course of its investigation, and 
to have lost approximately 40,000 emails over a four-month period in 
violation of SEC Rule 17a-4.

In related actions, the clearing firms’ introducing broker and its CCO/AML 
Officer agreed to settle similar charges with the SEC. According to the 
SEC, from October 2013 to June 2014, the introducing broker liquidated 
more than 12.5 billion penny stock shares for seven of its customers and 
the clearing firm settled the transactions. Though these transactions 
raised red flags, the firm failed to file any SARs. Meanwhile, the CCO/
AML Officer, who was responsible for filing those SARs, was found to 
have willfully aided and abetted, causing the firm’s violation of Exchange 
Act Section 17(a) and Rule 17a-8. The firm agreed to pay a $1 million 
penalty, and the CCO/AML Officer was fined $15,000. Moreover, the 
CCO/AML Officer has been barred from the industry for at least 3 years.

Clearing Firm Fined for Anti-money Laundering Compliance Failures
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In February of 2018, the SEC penalized a bank $3.7 million for failing to 
reasonably supervise traders who made false and misleading statements 
while negotiating bond prices. The investigation found the bank did not 
have compliance procedures in place designed to detect the misconduct 
that increased the firm’s profits on commercial mortgage-backed 
securities. The SEC specifically pointed to several communications 
made over Bloomberg message and other electronic communication 
channels like instant message. In the communications at issue, traders 
and salespeople misrepresented the bid and offer prices on one or 
both sides of the transaction, where the information was important to 
the customer’s buying decision. The bank failed to detect damaging 
communications such as, Trader B saying to Salesperson X, “this is 
just a lie, right?” Salesperson X replied, “well, I don’t care.” The bank’s 
communication surveillance did not sufficiently incorporate search terms 
unique to market securities fraud or misconduct risks.

Bank Fined for Insufficient Communications Surveillance
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In December 2017, FINRA fined a Broker-Dealer $2 million for failing to properly supervise email 
messages. FINRA found that during a nine-year review period, the firm’s email review system was 

significantly flawed, allowing millions of emails to evade meaningful review. This 
created the unacceptable risk that certain misconduct by firm personnel could 
go undetected. The firm did not choose words or phrases that would identify 
potentially problematic conduct in light of the nature of the firm’s business or 
implement enough resources to review emails flagged by the system even as 
the number of emails increased over time. FINRA also found that the firm did not 
“periodically test the configuration and effectiveness of its lexicon-based email 
surveillance system.” The focus on reducing the number of “false positives” that 
would need to be reviewed prevented the firm from ensuring that the system was 
effectively identifying all potentially problematic categories of emails. The firm also 
did not identify prior disciplinary action taken against firm employees and failed to 
maintain adequate personnel records.

Broker-Dealer Fined for Failure to Properly Supervise Emails
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Brokerage Firm Fined for Failing to Supervise Suspicious Transactions

In March of 2018, FINRA fined a firm $550,000 for “failing to have adequate supervisory and anti-money 
laundering (AML) programs tailored to detect ‘red flags’ or suspicious activity connected to its sale 
of low-priced securities”. Further, the SEC penalized the firm $750,000 for willfully violating the SEC 
financial recordkeeping and reporting rule. The owner and CEO of the firm was also fined $40,000 
by the SEC in a separate action. In addition, the SEC fined one former firm AML officer $20,000 and 
another AML compliance officer will have a public hearing before an administrative law judge.

Both the SEC and FINRA found the firm’s surveillance technology did not analyze the questionable 
transactions. The firm failed to adequately monitor or investigate the trading in seven delivery versus 
payment (DVP) customer accounts that liquidated billions of shares of low-
priced securities, generating millions of dollars in proceeds for its customers. 
Several of these customers were foreign financial institutions that effected 
transactions on behalf of their underlying customers. The firm did not identify 
these trades as suspicious even after its clearing firm alerted the firm to AML 
red flags and specific suspicious low-priced securities transactions. These 
violations were accompanied by a failure to implement an adequate AML 
program tailored to detect red flags associated with these sales.

While the firm did have written supervisory procedures concerning AML 
compliance, the firm’s employees and reviewers never received any training on 
examples of the red flags associated with low-priced securities transactions.
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In July of 2017, the SEC issued a sizable $1.25 million fine against a New York-based broker-dealer.

The SEC determined that the brokerage firm deleted critical audio files 
despite receiving two requests from the regulator to preserve them. The 
deletion of the audio files reportedly occurred because the technicians 
responsible for the recordings were unaware of the litigation hold notice 
that pertained to the requests.

The SEC order also found that the brokerage firm failed to maintain 
accurate records of compensation, travel, entertainment, and gifts, as 
the firm provided a high-performing broker with $600,000 sports season 
tickets and $100,000 in expense reimbursements. The firm is accused of 
inaccurately recording these items in its general ledger. Additionally, the 
firm reimbursed a different broker for thousands of dollars of personal 
expenses spent on his birthday party, his bachelor party, and two separate 
trips to Las Vegas for his friends’ bachelor parties.

Failure to Retain Audio Files Results in Major Fine
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In September of 2018, FINRA fined a firm $800,000 and required the firm 
to retain an independent consultant to conduct a comprehensive review 
of the adequacy of its policies, systems and procedures (written and 
otherwise), staffing, and training relating to the violations identified in the 
Letter of Acceptance, Waiver, and Consent (AWC). Without admitting or 
denying the findings, the firm consented to the sanctions and to the entry 
of findings that it failed to establish a reasonably-designed supervisory 
system with respect to numerous areas of its business. The findings stated 
that in large part, the firm’s supervisory deficiencies stemmed from its 
failure to devote sufficient resources to the supervision of its personnel. 
The firm failed to establish and maintain a supervisory system reasonably 
designed to ensure that its representatives’ securities recommendations 
were suitable and in compliance with the applicable securities laws, 
regulations, and rules. The firm did not employ enough supervising 
principals and did not provide supervising principals with sufficient tools 
or exception reports designed to identify patterns of potentially unsuitable 
trading. Supervising principals were expected to conduct suitability 
reviews through a manual review of the daily trade blotter. However, the 
firm’s procedures did not provide any guidance to supervisors on how 
they should conduct this manual review. FINRA found that the firm failed 
to retain and review business related emails for representatives who 
disclosed personal email addresses that they used for firm business. 

Firm Fined for Failure to Establish Supervisory System
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A Firm and its CEO Face Fines and Disbarment

In April of 2018, FINRA fined both a firm and the firm’s chief 
executive officer (CEO): the firm was fined $700,000 and the CEO 
was fined $100,000 and barred from FINRA association. The CEO 
failed to reasonably supervise the preparation of the firm’s books 
and records. Consequently, the firm did not supervise the review 
of electronic correspondence. The firm’s Written Supervisory 
Procedures (WSPs) failed to address how supervisors were to 
review electronic correspondence. In addition, the firm also failed 
to document any reviews. Finally, the firm’s WSPs didn’t address 
how supervisors were to select electronic correspondence for 
review, how they were to review it, how often they needed to 
review it, or how they were to document their reviews.
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Texting at Center of Insider Trading Charges

In March of 2018, federal prosecutors charged a former Equifax chief information officer (CIO) with insider 
trading, for selling nearly $1 million in company stock before the public disclosure of the Equifax data breach.

The former CIO of a U.S. business unit of Equifax, faces civil and criminal 
charges from the Securities and Exchange Commission and Department of 
Justice. The suit details a string of emails and text messages at the center of 
the charges.

The SEC lawsuit alleges that on August 25, an email went out to several 
top executives at Equifax asking them to begin work immediately on an 
emergency project related to a “VERY large breach opportunity.” The 
former CIO was one of the recipients. The former CIO sent a text message 
to one of his employees “… Sounds bad. We may be the one breached … 
Starting to put 2 and 2 together.” Later that evening, both men exchanged 
more texts and expressed that the breach situation was “crazy” stating that 
the company had “some crisis scenarios like this,” referencing Equifax’s 
Crisis Management Plan. Three days later, the former CIO exercised all of 
his available stock options. He made more than $1 million from the sale, 
avoiding more than $117,000 in losses. 

As a direct result, Equifax is under investigation by the FBI and Federal 
Trade Commission. Meanwhile, both the CIO and Equifax’s chief security 
officer have been terminated.
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In January of 2018, a brokerage firm was fined $290,000 for failing 
to establish a system of reasonable supervision, including adequate 
Written Supervisory Procedures (WSPs). The firm failed to establish and 
maintain the required systems to supervise the activities of its registered 
representatives, registered principals, and other persons notwithstanding 
red flags, suggesting closer supervision was warranted. The findings 
stated that the firm failed to review a representative’s electronic 
communications thus failing to adequately supervise a representative’s 
electronic communications. The firm should have been aware that one 
of its representatives was using their own personal instant messaging 
account to conduct firm business. However, it did not preserve records 
of these IM communications, and as a result, the firm failed to adequately 
meet their regulatory requirements to keep electronic business records. 
FINRA takes violations of Rule 17-a-4 very seriously. Firms can no longer 
look the other way if their brokers use, or if they have a reasonable belief 
that brokers use, tools outside of the firm’s compliance perimeter.

Failure to Establish “Reasonable Supervision” Bites Brokerage
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Smarsh helps financial services organizations get ahead – and stay ahead 
– of the risk within their electronic communications. Smarsh has established 
the industry standard for the efficient review and production of content from 
the diverse range of channels that organizations now use to communicate. 
With innovative capture, archiving and monitoring solutions that extend 
across the industry’s widest breadth of channels, customers can leverage 
the productivity benefits of email, social media, mobile/text messaging, 
instant messaging/collaboration, websites and voice while efficiently 
strengthening their compliance and e-discovery initiatives. 

A global client base, including the top 10 banks in the United States 
and the largest banks in Europe, Canada and Asia, manages billions of 
conversations each month with the Smarsh Connected Suite. The company 
is headquartered in Portland, Ore. with nine offices worldwide, including 
locations in Silicon Valley, New York, London and Bangalore, India.   
For more information, visit www.smarsh.com.

Company/smarshSmarshInc@SmarshIncwww.smarsh.com1-866-762-7741
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If there’s one key takeaway from these regulatory actions and their accompanying fines, it’s that for most 
firms, the safest compliance strategy is to design effective supervision programs with clear processes for 
oversight and escalation should any misconduct occur. Many firms have traditional channels like email 
accounted for, however, it’s critical to include emerging channels such as instant messaging and SMS/
text messaging. Designing highly compliant supervision programs alongside WSPs and AML lexicons 
that ensure thorough coverage of all content types should be of paramount importance to your firm. 
Bottom line: Text messages, emails, instant messages; if it’s an official communication from the firm, it 
must be retained, indexed, supervised, and easily producible. 

Look to capture and archiving providers with fully-featured platforms for all electronic communications 
channels. Visit our financial services solutions hub, https://www.smarsh.com/solutions/industries/
financial-services to get more information about meeting your specific regulatory obligations, and read 
more about Connected Suite Supervision capabilities at https://www.smarsh.com/connected-apps/
supervision/.

Look for our Regulatory Updates each month to keep informed of FINRA and SEC updates and 
actions throughout the compliance landscape. Subscribe to our blog here https://www.smarsh.com/
blog/#subscribe.
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