
 
 

 

 
 

 

 

Driving Success in a 
Virtualized World

The IT Solution Experts

Create an agile, secure, future-ready business 
with the right network virtualization solution
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There was a time—up until a decade ago—when virtualization sounded like a term straight 
out of a science fiction movie. Something that belonged to the realm of time travel, tele- 
portation, and anti-gravity hoverboards. 

Today, virtualization is a key tool in the quest for IT departments to find better ways to inte-
grate, provision, deploy, and manage systems at a faster pace without straining budgets. It 
is widely recognized as a powerful technology that helps businesses save money, energy, 
and space, so they can meet the escalating needs and expectations of their end users.

By separating a device’s functions from its physical elements, virtualization centralizes the 
entire management process and helps businesses optimize the underlying resources available 
to them. From early innovations in storage and server virtualization to more recent break-
throughs in networking, virtualization has moved beyond isolated projects in the data center 
and is fundamentally changing the nature of IT organizations from technology hosts to agile 
service providers. 

According to a recent Spiceworks report, even though most IT buyers will likely stagger IT 
purchases in 2017 as software budget allocations remain relatively flat, virtualization (15%) 
and productivity (13%) rank as top spending priorities for the year ahead.1 Learn how organi-
zations can make the move into network virtualization and find the best solution to meet their 
long-term business goals. 

introduction

Virtualization ranks as the top 
spending priority for IT pros in 2017.1$
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Diving into Network 
Virtualization

In recent years, while server and storage virtualization have brought drastic improvements to 
IT infrastructure and management domains, many organizations have kept their networking 
infrastructure as largely unchanged. Yet, traditional networking infrastructure isn’t designed to 
accommodate the way applications work today—and it can be vulnerable to security threats. 
Given the escalating demands for agile and secure businesses, it’s beyond time for the net-
work itself to become more agile and secure. 

It’s time for virtualization to move into the network. 

Network virtualization is similar in concept to server virtualization. Just as virtual machines 
operate independently of their underlying platforms, virtual networks operate independently 
of their underlying IP network hardware. Network and security services are allocated to each 
virtual machine according to its specific needs. Because these services stay attached to the 
virtual machine, administrators can move the virtual machine among physical hosts without 
reconfiguring the physical network. 

Virtualization-capable network devices are managed remotely and can be reconfigured logi-
cally. In a completely virtualized data center, every type of resource—from servers to storage 
and everything in between—is no longer physically tied to specific pieces of hardware. As a 
result, IT can view the physical network as a fluid pool that can be repurposed on demand, 
without any need to physically alter the underlying hardware.

In a completely virtualized data center, the physical network can 
be repurposed on demand, without handling a single cable.
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Despite virtualization across servers, storage, and networking, data center administrators 
continue to deal with complex processes and a growing backlog of manual tasks. To further 
rein in complexity, future-focused companies are deploying cutting-edge virtualization manag-
ment tools, software-defined networks, and converged infrastructure stacks. In doing so, they 
are taking the next step in the evolution of the data center—building the software-defined data 
center (SDDC), where all infrastructure is virtualized, pooled, and delivered as a service.

The agility and flexibility of the SDDC enables enterprises to drive innovation, accelerate 
business velocity, establish competitive advantage, and reduce overall IT costs. According 
to a survey, organizations realize a 229% ROI after completing a full transition to SDDC.2 SDDC 
initiatives have been shown to provide an initial average savings and ROI of 181% at just the 
first phase, sometimes defined as the abstraction and pooling of resources. These benefits 
then increase with each completed phase of the implementation. 

The Rise of the Software- 
Defined Data Center

Businesses realize a 229% ROI 
by moving to the SDCC model.2

$
$

$
$

$
$

$

$
$

$

$
$

$
$

$
$

$

$
$

$
$

$

$
$

$

$
$

$

$
$

$

$
$

$

$
$

$
$



6

Today’s IT departments have to adapt to changing market demands, drive productivity, and 
improve quality of service—all while keeping costs low. IT managers often turn to network 
virtualization to successfully address these expectations, while also coping with escalating 
demands for speed, agility, and increased security. 

A nagging concern that keeps IT managers up at night is the need to ramp up security across 
data centers. Research shows that more than 30% of data center outages are caused by 
cyber-attacks, and a 60-minute outage can cost businesses upwards of half a million dollars.3  
In fact, the average total cost of a data breach is now $4 million—up 29% since 2013.4 

Despite increased protection measures—including advanced firewalls, intrusion prevention 
systems, and network-based malware detection—attacks continue to penetrate the perimeter, 
move deeper into the network, and result in staggering data breaches. One way to control this 
is by adopting a strict, micro-granular security model, where you can tie security to individual 
workloads and provision policies automatically. Enter the power of networking 
“micro-segmentation.” 

With micro-segmentation, fine-grained network controls enable unit-level trust, and flexible 
security policies can be applied all the way down to a network interface. In a physical network, 
this would require deploying a physical firewall per workload. Until recently, most businesses 
refrained from implementing micro-segmentation solutions because they were cost-prohibi-
tive and operationally infeasible.

Defend the data center 
with micro-segmentation
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Granular Security 
with VMware NSX

VMware NSX, the industry-leading network virtualization platform, makes micro-segmen-
tation financially and operationally feasible. It delivers an innovative operational model for 
networking that forms the foundation of the SDCC environment. Built on an operational 
model for networking that breaks through current physical network barriers, NSX enables 
data center administrators to significantly improve security, agility, and cost savings.

NSX provides the networking and security foundation for the SDCC. With NSX, network 
functions including switching, routing, and firewalls are embedded in the hypervisor and 
distributed across the environment. This effectively creates a “network hypervisor” that 
acts as a platform for virtual networks and services. 

securitysecuritysecurity
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With NSX virtual networks, security policies are automatically attached to workloads based on 
a hierarchical policy model that ensures any policy changes are distributed to each impacted 
virtual network. NSX brings security inside the data center with automated, fine-grained poli-
cies tied to the virtual machines. It enables micro-segmentation to significantly reduce 
the lateral spread of threats inside the data center. 

“NSX brings an inherently software-defined approach to network security, embedding secu-
rity functions right into the hypervisor,” says Perry Peterson, MicroAge’s Director of Practice 
Management. “With traditional data center security, just one lone-wolf virus can penetrate 
your perimeter and brutally attack your data center. VMware NSX enables automated, fine-
grained policies tied to the virtual machines that not only secure the perimeter, but also imme-
diately enable micro-segmentation to seal off individual workloads and stop lateral threats 
from destroying your networks. They’ve made unprecedented levels of network security a 
basic business reality.”

VMware NSX has made unprecedented 
levels of network security a basic 
business reality.

– Perry Peterson, Director of Practice  
   Management, MicroAge
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The VMware NSX network virtualization platform is helping hundreds of IT professionals 
realize the full potential of an SDCC. NSX moves networking to software, creating never- 
before-seen levels of flexibility. It fundamentally transforms the data center’s network 
operational model, much like server virtualization did several years ago.

Because NSX builds networks in software, data center administrators can achieve levels 
of agility, security, and economics that were previously inconceivable with physical net-
works. Several key features are instrumental to the value NSX delivers. These include the 
ability to work with your existing network infrastructure, support progressive adoption of 
network virtualization, and reduce network complexity. 

NSX reduces the time to provision entire networks in software from weeks to seconds. It 
allows IT departments to incrementally implement virtual networks at whatever pace they 
choose. As a solution, it is completely non-disruptive and works with any application, any 
hypervisor, any network infrastructure, and any cloud management platform. 

Compared to traditional networks that are typically rigid, with functionality that is slow 
to evolve, NSX virtual networks are highly flexible and can be re-configured on the fly. 
New services—whether virtual or physical—can be easily inserted as needed or as they 
become available. 

Reaping the Benefits 

NSX reduces the time to provision entire 
networks in software from weeks to seconds. 
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NSX also enables unparalleled visibility. It consolidates all configuration and state information 
for all network connections and services in one place and extends visibility to existing network-
ing monitoring and management tools. With NSX network virtualization running alongside 
compute and storage virtualization solutions, should a breach of any magnitude occur, busi-
nesses can benefit from an enhanced disaster recovery solution that provides comprehensive, 
zero-compromise recovery.

NSX also opens up several opportunities for reducing both operational and capital expen-
ditures related to networking. It automates network provisioning and configuration, while 
also eliminating manually introduced errors and downtime. At the same time, it streamlines 
ongoing administration, monitoring, and troubleshooting by enhancing network visibility and 
eliminating the need to navigate and maintain complex firewall rule sets. 

MicroAge is Your 
Virtualization Partner

In today’s business environment, virtualization is a must-have for any business that is looking 
to outperform the competition. Not only can it increase utilization and lower costs, it is inte-
gral to cloud computing and has the potential to help your organization achieve enhanced 
infrastructure productivity, service agility, and network dependability.

Yet, the prospect of building a fully virtualized, cloud-ready data center can be daunting for 
most organizations, requiring strategic investments in virtualization and cloud infrastructure 
products, modern storage applications, and best-in-class security solutions. It helps to partner 
with an objective expert who’s completely invested in growing your company’s virtualization 
capabilities, without any vested interest in promoting a specific brand. 
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With over 40 years in the IT space, we have the 
expertise to create the most agile and virtualized 
environment for every client.

Perry Peterson, Director of Practice Management at MicroAge, leads an entire team of solu-
tion experts with an objective perspective of virtualization solutions. Our clients trust Perry 
and his team to provision, architect, and deploy the best solutions to meet their changing 
business needs. As Perry puts it, “We are veterans in sourcing and delivering the impossible.” 

What’s the best way to integrate solutions with your existing hardware and third-party apps? 
Want to deploy everything faster, with minimal downtime? MicroAge can help. By partnering 
with hundreds of manufacturers, including industry leaders like VMware, the experts at Micro-
Age have the resources available to pull together a variety of virtualization solutions to help 
you make the best choice. Count on MicroAge to find the best virtualization solution to meet 
your specific requirements.

The MicroAge reputation and culture is built on trust. Partner with us, so we can 
help you prepare your data center for the future.

To find out more MicroAge and how we can help you with your virtualization needs, 
you can reach out directly to Perry Peterson, our Director of Practice Management, 
at Virtualization@MicroAge.com or visit us at www.MicroAge.com.

LEARN MORE

– Perry Peterson, Director of Practice  
   Management, MicroAge

mailto:%20Virtualization%40MicroAge.com?subject=
http://www.MicroAge.com
http://microage.com/solutions/technologies/virtualization/
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The IT Solution Experts

MicroAge is an award-winning provider of information technology solutions and services 
headquartered in Tempe, Arizona. We serve clients from the data center to the desktop with 
technology from industry-leading suppliers. Our objective, knowledgeable account executives 
are true experts, assisting clients with selecting IT solutions that best meet their unique re-
quirements. MicroAge is a well-known name and a respected industry pioneer with a heritage 
of industry innovation spanning five decades. Top partners include Dell, Cisco, Hewlett Pack-
ard Enterprise, Lenovo, Microsoft, HP, VMware, EMC, Apple and APC. MicroAge is also proud 
to rank #2 among medium-sized businesses on the 2015 Phoenix Business Journal’s list of 
the Best Places to Work in Phoenix.
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