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6 secrets of highly innovative CIOs
Forward-looking CIOs are not only modernizing legacy systems, they’re also 

redefining how IT works. Here’s a look at how to shift from an IT order-taker 

to a next-gen technology leader.

BY MARY K.  PRATT  |  As one of the original fintech companies, 

TD Ameritrade has leveraged technology to do business differently.

CIO Vijay Sankaran says he’s well aware of that tradition.

“This ability for technology to innovate is probably one of the 

most important things for us,” he explains. “The cornerstone of 

that is how technology facilitates speed and how it helps with the 

prototyping and adopting of new paradigms.”

Innovation is often portrayed as the mind spontaneously light-

ing up. But Sankaran and other innovation leaders say innovation 

happens in organizations that structure their people, processes 

and technology in the right way.

“As businesses mature, what ends up happening is that a 

more ‘execution and operation’ mindset creeps in. So you have 

to be very deliberate around how you get new juices and ideas 

flowing,” he says.

Although there’s no single formula that guarantees inno-

vation, there are strategies that innovative CIOs and their IT 

departments employ to drive the kind of ingenuity that can 

transform a business. Here’s a look at six key actions that inno-

vative CIOs take in transforming their businesses. Embrace them 

or be out-innovated.

#1. They’re ditching legacy systems
Digital companies born into the cloud and agile world have an 

advantage: They’re not burdened by legacy systems. “They’re 

able to be faster and more flexible and can focus more of their 
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spend on creating value versus just keeping the lights on,” says 

Rudy Puryear, a partner and director in Bain & Co.’s Chicago of-

fice and leader of the consulting firm’s IT practice.

That doesn’t mean CIOs at older companies are always left in 

the dust. Puryear notes that those CIOs who have modernized their 

infrastructure can deliver fast, flexible, value-creating, and differen-

tiating projects just as well as their digital company colleagues.

But CIOs with mostly legacy systems? Not so much, he says.

Puryear cites Bain research that shows that some organiza-

tions spend up to 80 percent of their resources on maintaining 

legacy environments—“and trying to keep them from breaking”—

versus forward-looking, innovative projects.

“If the company is spending $1 billion on IT and only 20 

percent is invested in the future and that has to interface back 

into the legacy environment, that has a productivity or legacy tax 

behind it. So the business isn’t getting anywhere close to $1 bil-

lion out of that investment,” he explains.

Puryear says CIOs focused on innovation have committed 

to modernizing their environments; they’re not just delivering 

standalone innovative projects on the edges, as those aren’t 

enough to truly transform any organization.

“The reality is that traditional IT isn’t really ready for digi-

tal. Leading CIOs understand that. They embrace new adaptive 

architectures so that everything they build and buy going forward 

is more modular, microservices and plug-and-play. They have a 

cloud-first mindset and they embrace far more agile, product-

centric operating models,” he reports.

#2. They develop innovation-focused processes
To drive innovation, Sankaran says he and his 1,500-member tech-

nology team have adopted new technologies and work processes.

That includes moving from a shared-services model to a 

product-first agile culture over the past 18 months, a move that  

has helped IT nearly triple its output. It also includes adopting  

increased automation and a DevOps environment to support tech- 

nologists as they work to deliver game-changing applications quickly.

Sankaran says he’s also taking additional steps to ensure 

TD Ameritrade can continue to foster innovation. He’s testing 

integrated collaboration platforms to support cooperation and 

communication across the organization. “It’s really around how 

you share ideas in a more natural way and how you create com-

munities of communication,” he explains.

Sankaran started an Advanced Technology Group tasked with 

evaluating emerging technologies, identifying prototype opportu-

nities and bringing them to market. And he’s implemented pro-

grams, such as an incubation process and hackathons, to spur 

and develop innovative ideas wherever they come from.

Management experts say they see progressive CIOs making 

similar moves as they adopt agile, DevOps, automation and innova-

tion labs to speed delivery of new ideas. But, they note, those CIOs 

represent only a fraction of the IT leaders. Consider, for instance, 

that Deloitte’s 2017 Global CIO Survey found that 74 percent of 

CIOs surveyed “are investing less than they should in emerging 

technologies that could contribute to innovation and growth.”

Seth Robinson, senior director of technology analysis with 

the nonprofit tech trade organization CompTIA, says companies 

must have processes for people to explore technologies that have 

potential to drive innovations and test how those technologies 

could transform the organization’s processes and workflows.

“IT has been focused on lowering costs and investing in piec-

es that are strategic, but in terms of being collaborative and of IT 

understanding business goals and then being able to take those 

“Leading CIOs…  

embrace new adaptive 

architectures so that 

everything they build 

and buy going forward 

is more modular,  

microservices and  

plug-and-play. They 

have a cloud-first 

mindset and they  

embrace far more agile, 

product-centric  

operating models.”

Rudy Puryear 
Partner and director, Bain & Co.
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back into the tech department to come up with innovations, 

that’s not something we see as the standard course of business. 

Only leading CIOs are doing that,” Robinson explains.

#3. They reimagine work
Technology drives innovation today—no doubt about that. But 

successful CIOs remember that technology itself is only part of 

the equation, notes Michael Gretczko, principal at Deloitte Con-

sulting and general manager of ConnectMe.

“It’s fundamentally about changing how people work,” Gretc-

zko says. “And to truly innovate, CIOs have to change how people 

work. They’ve got to be considering the people component and 

partnering with their HR counterparts. We see the most progres-

sive CIOs understanding that.”

Gretczko has noticed that innovative CIOs, in collaboration 

with other executives, ask how jobs will change and how custom-

er interactions with the organization will be different. Moreover, 

they’re articulating how and why those changes will benefit the 

business to ensure they’re not adopting new technologies simply 

for technology’s sake.

“CIOs have to drive that process of envisioning the future. And 

if they’re not thinking about this last mile, they run the risk of tech-

nology enabling and not technology innovation,” Gretczko adds.

#4. They leverage their positions
For Peter A. High, president of consulting firm Metis Strategy 

LLC, what separates CIOs capable of delivering innovation from 

the others is their attitude.

“There are very few other executives who have a reason to get 

into every strategic meeting, but great CIOs recognize they have 

strategic insight across the organization that few other executives 

have, and [they leverage] that strategic perch,” he says.

Here’s how High sees it: Most companies have an enterprise 

strategy that lists goals like reducing costs, growing revenue, en-

tering new markets and developing new products. The strategic 

plan often doesn’t get into explicit details about how the various 

roles—marketing, operations, sales, and so on—will drive those.

“But a CIO who recognizes those gaps and fills them in with 

the other chiefs, that’s really an essential step for innovation,” 

he explains. “This is where the CIO can add value. [The CIO] can 

understand more than anyone else where there are common 

needs and divergent needs across the organization and then on 

the back of that develop IT’s own plans.”

High says leading CIOs do that and as a result have officially 

incorporated that strategic focus into their roles. He points to 

the 2015 decision at Dunkin Donuts to promote the existing CIO, 

Jack Clare, to the newly created position of chief information and 

strategy officer, as one of several examples.

High also notes that CIOs who leverage their unique posi-

tion within organizations don’t refer to the business units (or 

the business unit employees) as customers, as if IT is second to 

them. “They refer to them as their colleagues,” High says.

Furthermore, he adds, these CIOs see the organization’s end 

customers as IT’s customers and, thus, have a focus on how IT 

can drive new products and services that impact top-line growth.

#5. They build the right talent and culture
Yes, technology and processes must be part of any innovation 

initiative today. But CIOs need people who understand those 

pieces and have the vision to leverage them in new ways. More-

over, the company’s culture must support and reward innova-

tion through training programs that develop the technical and 
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business knowledge needed for now, such as collaboration and 

DevOps skills.

“You can’t innovate if you don’t have that talent and culture,” 

says Larry Wolff, president and COO of Ouellette & Associates 

(O&A) Consulting.

Wolff points to a 2016 CIO survey from tech research firm 

Gartner that found talent and culture were top obstacles to CIOs 

achieving their objectives. “Most people fall short of asking, ‘Do 

I have the organizational structure, the people and the skills to 

execute these operational changes?’”

Indeed, Gartner says in its “Building the Digital Platform: In-

sights From the 2016 Gartner CIO Agenda” report that “talent has 

now been recognized globally as the single biggest issue standing 

in the way of CIOs achieving their objectives.” It notes that the 

biggest talent gaps are around big data, analytics and information 

management, followed by business knowledge/acumen. Gartner 

adds: “Talent management practices are not keeping up with the 

ever-increasing and changing needs of the digital world.”

Wolff says he sees innovative CIOs taking very deliberate ac-

tion on this front.

“They have a very focused and deliberate workforce and tal-

ent strategy, and they create a disciplined spirit of continuous 

improvement,” he says, explaining that they have strong project 

management skills on staff, they’re good at collaborating and 

negotiating with the business to determine priorities, and they 

say no to their business peers when they’re requesting work that 

deviates from the strategic vision.

#6. They have credibility with their business peers
O&A and Babson College developed the IT Maturity Curve following 

a year-long research study about IT leadership. This maturity curve 

puts CIOs into four groups, with the least mature identified as “IT 

supplier” and the most mature labeled as “innovative anticipator.”

Wolff says that one element that all innovative anticipator CIOs 

have in common is credibility with their business-side peers. He ex-

plains that the other chief executives, along with their direct reports 

and, in turn, their staffers, know that IT operates efficiently and effect- 

ively and thus can be trusted to deliver on the high-stakes items.

He cites his own past experience to illustrate his point. He 

joined a $400 million company as CIO, tasked with turning 

around an IT shop that struggled with basic operations. He 

improved governance, project management and IT training, all 

of which allowed his team to better keep up with daily demands. 

That in turn gave them the bandwidth to move into strategic proj-

ects. Those successes won their business colleagues’ confidence 

to tackle innovative initiatives—including one using predictive 

analytics to identify which sales leads would become customers, 

a project that saved $50 million in annual costs.

Building credibility isn’t a revolutionary idea; CIOs have long 

been advised to do this by delivering exceptional operational 

services. But it still applies today, Wolff says.

“I would be hard-pressed to find an IT organization that doesn’t 

have pockets of innovative brilliance. But that doesn’t matter if the 

organization doesn’t respect IT. Business will not accept innova-

tion from a low-performing IT organization,” he says.
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Rewrite or rebuild?  
5 legacy system upgrade considerations
Is a rewrite or a rebuild of legacy systems what’s right for customers, budgets and time?

BY ANNA FRAZZETTO  |  To rewrite or not to rewrite the 

legacy system: It’s a perennial question for IT organizations, 

and one that weighs heavy with IT budget, talent and opera-

tional concerns. Every week, I come in contact with CIOs and 

CTOs trying to determine the best way to upgrade an aging 

but mission-critical system or application. After years of help-

ing businesses consider and address their upgrade needs, I 

have determined there are five main factors IT leaders need to 

carefully consider when determining whether they are going to 

rewrite what they have, or start fresh with a rebuild.

#1. Lagging security updates
Businesses are facing cyber-attacks, data breaches, fraud and 

corporate espionage at eye-opening rates. According to the 

Kroll Annual Global Fraud and Risk report, 84% of compa-

nies in 2017 fell victim to fraud over the course of that year. 

One of the greatest vulnerabilities to an organization is older, 

legacy systems in which security updates have been forgotten 

or fallen behind. Sometimes older systems have fewer users 

and they get less attention. Other times, security patches and 

updates are no longer available.

A key consideration for businesses asking the rewrite-or-re-

build question has to be security risks. Can the system and all its 

data be protected with only a rewrite? Will security and updates 

face any limitations or support issues if the legacy system does 

not migrate to the cloud or a hybrid cloud solution? Would a 

rebuild be essential to eliminating vulnerabilities and protecting 

data, customers and IP?

#2. Cost of system failure
Many business leaders assume a rewrite will be less expen-

sive than a rebuild, but that is not always the case. Where the 

system lives and who will maintain it (is it going to the cloud 

or keeping to a mainframe?) is key to understanding expens-

es. Sharing infrastructure costs through cloud solutions is one 

way to reduce costs. However, some legacy applications may 

already have cloud capabilities, and infrastructure costs may 

not be a factor.

The biggest cost risk is, of course, that of the failure of a legacy 

system and the resulting business losses. When a network or tech-

nology is older and less efficient than other systems and tools it 

engages, the risk of failure goes up. That incompatibility with more 

modern systems and tools can cost a business dearly. The ques-

tion for the business has to be this: Is rewriting this legacy system 

The question for  

the business has to  

be this: Is rewriting  

this legacy system 

enough to guard 

against future failures? 

Or is a rebuild necessary  

to keep pace with the 

marketplace and all  

its technologies?
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enough to guard against future failures? Or is a rebuild necessary 

to keep pace with the marketplace and all its technologies?

#3. Lack of talent to support older systems
Will the skilled professionals who support your legacy systems 

today still be around a few years from now? A few months from 

now? As legacy systems start to thin out, so do the IT profes-

sionals who work on them. Technology professionals have 

learned that the best way to advance and stay relevant is to 

upgrade their skills and advance with technology. That means 

finding workers who know and stick with legacy technologies is 

getter harder and even costlier. A business must examine the 

talent pool for maintaining a legacy system before settling on 

rewriting rather than rebuilding. A strong talent pool that will 

endure makes a good case for rewriting. A rapidly shrinking tal-

ent pool has to be considered a cost and a vulnerability risk.

#4. Customer retention
Customers are king, and another critical consideration is 

what happens to them with a rewrite versus a rebuild. If a 

system rebuild advances your products or services into new 

infrastructure and/or forces new compatibility requirements, 

will your customers be willing to adapt? Will you be burden-

ing them with costs and complexities that could harm the 

relationship? On the other side of the spectrum, are you 

slowing your customers down? Are they leaving because of 

the limitations or risks of your legacy tech? Are you unable to 

acquire new customers because of system limitations? Look 

carefully at all sides of the customer equations and consider 

what approach offers the most to your customers today and 

the customers you want and need tomorrow.

#5. Fear of downtime
Time is always a factor when considering a rebuild versus a 

rewrite. In some cases, the incremental upgrades of a rewrite 

offer a good strategy for avoiding major downtime at a critical 

business juncture. In other cases, a larger, comprehensive 

rebuild must proceed and the disruption must be accepted 

because of the business value of advancing the system. The 

one trap a business cannot fall into is never taking the steps 

necessary to upgrade effectively because of fear of downtime. 

Losing time that you can plan for is far better and far less 

expensive than the unplanned, uncontrolled downtime that 

comes with a system failure.

Not all technology advancements across a business can  

and should be full upgrades or rebuilds. Sometimes a rewrite 

is exactly what’s right for customers, budgets and time. Other 

times, the rebuild is what business and innovation demands. 

The key is knowing how to read the moment, ask the right 

questions and advance without missing opportunities or leaving 

customers behind.
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How Schneider Electric grooms  
“digital experts” to spark transformation
Girding for the industrial IoT age, CIO Elizabeth Hackenson is training up her  

IT staff to think and act more digitally in an effort to spread strategic tech  

across Schneider’s business segments.

BY CLINT BOULTON  |  Any industrial manufacturer knows that 

securing its future requires tackling digital disruption head-on. 

As more machines become connected via sensors, Bluetooth, 

WiFi, and other technologies, manufacturers who don’t get 

ahead of the internet of things (IoT) curve will swiftly fall behind.

That’s the attitude Schneider Electric’s management is instilling 

in the French company’s 145,000 employees, who make industrial-

scale energy management systems that range from circuit break-

ers to safety switches to power meters and transformers. And as 

Schneider relies more heavily on IoT for predictive maintenance and 

machine optimization, among other strategic initiatives, employees 

must become more comfortable working with smart machines.

Some of this will happen organically if you buy into certain 

trends. Gartner, for instance, claims Generation Z workers will en-

ter the workforce proficient in smart-machine technology by 2020. 

This next-generation workforce will expect to use natural language 

to interact with computers, including chatbots and other smart as-

sistants to complete both mundane and complex tasks. As a natu-

ral outgrowth of the consumerization phenomenon, employees 

that have IoT experience via connected homes, cars and schools 

will anticipate IoT-enabled workspaces and business networks.

Cloud underpins IoT, smart machines
Schneider is preparing for this smart computing era by imple-

menting software-as-a-service (SaaS) applications that enable 

employees to access critical information from any connected de-

vice, according to CIO Elizabeth Hackenson. In what Hackenson 

calls an “API-first” approach, these applications hook together 

with simple API calls, creating a seamless, service-based work-

place that moves Schneider beyond the siloed, monolithic com-

puting pattern of yesteryear. And as more apps become available, 

Schneider will simply plug them into its existing platforms with 

few modifications, Hackenson says.

“We’re moving away from monolithic, full stacks to APIs,” she 

continues. “Cloud gives us the ability to break those monoliths 

and create the digital core we need.” This is no trivial pursuit. 

According to Deloitte’s 2018 Global CIO survey, only 54 percent 

of 1,100 CIOs surveyed were confident that they have the neces-

“I really want to  

get my group of  

2,200 IT workers to 

move from digital 

citizens to disruptors 

to experts.”

Elizabeth Hackenson 
CIO, Schneider Electric
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sary core technologies to serve as a foundation for their digital 

strategy. For many businesses, SaaS apps are considered corner-

stones of digital platforms.

To wit, Schneider is reducing technical debt and modernizing 

IT by replacing legacy applications with SaaS. Microsoft Office 365 

email and productivity software, Salesforce.com customer rela-

tionship management (CRM), DocuSign digital signing software, 

the Edcast learning management system, and Box collaboration 

software are just some of the SaaS apps in Schneider’s portfolio.

Whereas Schneider employees once shared and accessed 

documents through discrete file-sharing systems tailored for desk-

top access, approximately 110,000 Schneider employees now use 

Box to access critical documents, such as product specifications 

and sales contracts, from their laptops, tablets and smartphones. 

Hackenson says the move to Box is a reflection of the workforce’s 

need to access content from anywhere in the world.

From digital citizens to digital experts
The cloud technologies, many of which Hackenson’s predecessor and 

current Schneider Chief Digital Officer Herve Coureil implemented 

before Hackenson joined the company from energy giant AES in 

December 2017, are a key part of the company’s digital strategy. But 

Hackenson is also working to change and upgrade the talent culture. 

This strategy includes partnering with human resources to assess 

and reskill employees based on their digital acumen—or lack thereof.

Starting with her IT staff of 2,200, Hackenson buckets employ-

ees as “digital citizens,” “digital disruptors” and “digital experts.”

Citizens have a sound grasp of digital technologies. They know 

how to access web and mobile software from any device. Disrup-

tors are learning how to consume new and emerging technolo-

gies of their own volition. Disruptors, for instance, might learn 

how to leverage robotic process automation (RPA) to automate 

the employee onboarding process.

Experts possess the disruptor mindset but take it a step 

further by, for instance, understanding how to apply RPA more 

broadly to improve Schneider’s business segments. Moreover, 

experts can communicate the potential business outcome of 

technology applications to each business line. “Instead of being 

an order taker, they are changing the game,” Hackenson says.

Cultivating talent with such skills is one of the hallmarks of 

CIOs that Deloitte puts at the “digital vanguard,” or the front 

lines of modern IT leadership. “I really want to get my group of 

2,200 IT workers to move from digital citizens to disruptors to 

experts,” notes Hackenson.

To that end, Hackenson is retraining everybody to be cloud-

savvy. In software development, she never wants to see anything 

that’s “not mobile-enabled.” Aspiring to new digital heights also 

means upskilling her staff to master machine learning, artificial 

intelligence and RPA.

For example, Schneider employees will eventually be able to 

solicit self-service RPA to process help-desk tickets and query HR, 

financial services and other corporate knowledge systems. Chat-

bots that can help with this endeavor are also on her to-do list.

Ultimately, Hackenson says that one of her core responsibili-

ties is ensuring that every person in the organization is connect-

ed to Schneider’s digital strategy. “I’m helping people answer 

the question, “How am I important in this journey of becoming a 

digital leader in energy management?” she explains.
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4 things successful CIOs know  
about digital transformation
IDC estimates spending on digital transformation will exceed $2 trillion in 2019;  

40 percent of all technology spending will be for digital transformation technologies.

BY JOSEPH PUCCIARELLI  |  2017 was a tumultuous year: From 

Amazon acquiring Whole Foods to Tesla accepting orders for its 

new fully electric Class 8 truck, it is evident our world is changing 

quickly. Within IT, a domain where change is something we live 

with every day, even we are struggling with what is coming at us! 

The pace of change is such that 75 percent of the companies 

that are currently in the S&P 500 will probably not be indepen-

dent entities listed within the S&P 500 in seven years. Not that 

long ago, companies on the S&P 500 stayed there 50 to 60 

years; by 2025, the average duration on this list will be under  

25 years. 

Companies worldwide are aggressively consolidating their 

data centers, implementing new data models, and shifting de-

velopment to agile, mobile-first, cloud-based models. They’re 

exploring new leadership strategies and business processes,  

and adopting new customer engagement models, information 

and data models, and operating, staffing and sourcing models. 

They require new ways to measure their outcomes and under-

stand the progress—or lack of it—that their organizations  

are making.  

Here are four ways IT executives are leading this global trans-

formation—and what will happen to those who don’t.

#1. Changing priorities
Recent research by IDC demonstrates that in 2017, the top two 

priorities for IT executives were “focusing on improving cus-

tomer experience and creating new engagement models” (64%) 

and “creating new business models and developing new digital 

revenue streams” (62%). IT leaders now understand that IT will 

remain relevant only if IT is innovating, and they are exploiting 

the wealth of data and capabilities within their organizations to 

become customer- and product-focused. 

Organizations that don’t move in this direction will find them-

selves left behind by nimble business organizations that will 

circumvent IT to get their needs fulfilled.

#2. Skyrocketing digital
In 2016, IDC research showed that IT executives saw only 

27 percent of their current business coming from digital and 

expected that to increase to 33 percent by 2019. Today, they 

The pace of change is 

such that 75 percent  

of the companies that 

are currently in the S&P 

500 will probably not 

be independent entities 

listed within the S&P 

500 in seven years.
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indicate that digital business is 30 percent of the total business 

and anticipate that it will reach 40 percent by 2020. With this 

acceleration, organizations must move past initial digital trans-

formation phases. 

IT leaders who have not fundamentally changed their organi-

zations to focus on digital will find that their business colleagues 

will turn to outsourcing to handle development needs.

#3. Embracing agile
As thriving IT organizations shift their cultures and focus, they 

find that the best way to reach their goals is to adopt agile 

development. In 2016, 48 percent of organizations were using 

agile for “innovation projects only.” This has now dropped to 

23 percent, and the organizations using agile as their “primary 

development path” have increased from 32 percent in 2016 to 

45 percent in 2017. These increased rates of adoption of agile 

development are happening in organizations that are success-

fully navigating the waters of digital transformation. 

#4. Strengths and challenges 
Now, compare IDC’s 2016 and 2017 findings related to the 

strengths and challenges of IT executives. IDC data shows 

that most IT executives believe they have the right vision and 

leadership to get their organization through the turmoil of digital 

transformation; they report this as their top strength in both 

2016 and 2017. However, we are seeing interesting shifts in ex-

ecutives’ ability to influence their stakeholders and to meet the 

challenge of finding and retaining the right IT talent. 

CIOs who are most successful at digital transformation have 

found themselves able to influence their stakeholders—with the 

ability to sell the negative ROIs that are often necessary to drive 

the digitally transforming enterprise. They have also changed 

their culture to offer an environment that draws millennials and 

engages their existing workforce. These “thriving” executives 

report their “ability to attract and retain talent” as their second-

greatest strength.
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BY MARC WILCZEK  |  In step with the trend toward digital trans-

formation, the global public cloud services market is projected to 

grow by 21.4 percent in 2018 to total $186.4 billion, up from $153.5 

billion in 2017, according to research by Gartner.

Infrastructure-as-a-Service (IaaS) is the fastest-growing market 

segment; it’s set to grow by 35.9 percent in 2018 to reach $40.8 

billion. As the digital trend matures, more organizations are mov-

ing from hybrid to multi-cloud scenarios spread across a number of 

different providers. Since cloud computing is all about scale and vol-

ume, the market leaders will only become more dominant and make 

it ever harder for new kids on the block to grab a slice of the pie.

According to Gartner’s estimates, the top 10 providers will 

make up nearly 70 percent of the IaaS market in three years’ 

time, up from 50 percent in 2016.

Wanted: Simpler models
“The increasing dominance of the hyperscale IaaS providers cre-

ates both enormous opportunities and challenges for end users 

and other market participants,” says Sid Nag, research director at 

Gartner. “While it enables efficiencies and cost benefits, organiza-

tions need to be cautious about IaaS providers potentially gaining 

unchecked influence over customers and the market. In response 

to multi-cloud adoption trends, organizations will increasingly 

demand a simpler way to move workloads, applications and data 

across cloud providers’ IaaS offerings without penalties.”

Cloud computing was initially intended to simplify IT through 

standardization, consolidation and centralization. However, 

today’s enterprises are operating in more-fragmented IT land-

scapes that combine on-premise resources with a variety of pri-

vate and public cloud providers. Recent findings from Microsoft 

and 451 Research indicate that nearly one-third of organizations 

work with four or more of the latter.

“More than ever before, customers are looking to a single 

trusted advisor to provide transformation-oriented managed 

services and hybrid implementation,” says Melanie Posey, Vice 

President at 451 Research, in a related Microsoft blog post. “Cus-

tomers are looking to service providers to not only transform IT 

but also transform their entire business—to rewire the building 

and support new requirements, all while keeping the lights on.”

Greater choice produces serious complexity
Sixty-nine percent of respondents plan to be operating or imple-

menting some kind of multi-cloud environment by 2019, accord-

ing to a 451 Research press release. However, innovation and new 

pricing schemes are making things more complex and the cloud 

landscape more challenging to navigate than ever.

As organizations adopt multi-cloud approaches, new challeng-

es have begun to rear their heads. Most notably, IT administra-

Mastering multi-cloud scenarios
Roughly two-thirds of enterprises plan to have some type of  

multi-cloud environment by 2019. But getting there is still a challenge.
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more-fragmented  

IT landscapes that 

combine on-premise 

resources with a  

variety of private  

and public cloud  

providers.
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tors are finding that security, agility, performance, and costs can 

be difficult to manage or control across varied cloud platforms. 

Making matters worse is that maintaining consistent regulatory 

compliance, confidentiality, and data segregation now eats up 

more time and money than ever before.

Overcoming speed bumps
To tackle the above problems, enterprises work on putting into 

place policies and decision frameworks that simplify the cloud 

landscape, consolidate purchasing power and workloads, man-

age data and applications, and enforce tight security.

Selecting the right target platform
While multi-cloud environments are becoming standard practice, 

remember that each target platform comes with pros and cons. 

Thus, it’s essential to implement a decision framework that maps 

needs against pre-approved target platforms to ensure a quick, 

trouble-free migration.

Achieving agility
As applications are moved to the cloud, they require differentiat-

ed and dynamic services to keep them up and running smoothly. 

As a result, many firms are using agile development frameworks 

to accelerate time to market by combining development, quality 

assurance and operations tasks. Microservices and containers 

can be used to great effect in these areas.

Delivering network performance
Being able to run, migrate, scale, and spin up cloud resources at 

any time means that the solution must offer quality failover and 

performance. Today’s routing solutions require large computing 

resources to scale up to the number of tunnels they can maintain 

at once, which can be extremely costly.

Keeping a lid on costs
Some public cloud providers claim to offer cost-effective virtual 

machines, but for network-intensive applications, the price of data 

transfer into and out of the cloud can quickly skyrocket. Users are 

often clueless about how much data they are using and how much 

it costs to deliver it to the cloud. Whether it’s about super-sizing 

an environment or setting aside high-performance storage for 

non-critical data, managing the cost effectively remains a major 

challenge. Capacity planning and monitoring are essential tasks.

Ensuring security
Whether it’s about access management, denial-of-service attack 

mitigation, web application firewalls, threat intelligence or en-

cryption, cloud computing needs rock-solid, cloud-based secu-

rity. Since cloud providers offer different uses and connectivity 

options, there’s a need for continuous security, advanced identity 

and access management, sophisticated logging capabilities, and 

stringent policy enforcement across the entire IT landscape.

For today’s cloud buyers, the world is a cornucopia of capabil-

ities and possibilities—but it comes at the price of greater com-

plexity. Workloads and applications have complex architecture, 

storage, data management and networking requirements—they 

are simply not interchangeable.

Cloud platforms are helping organizations grow and manage 

their global computing infrastructures rapidly and efficiently, 

while minimizing capital expenses and delivering a superior 

end-user experience. The downside happens when multiple cloud 

platforms come into play: used together, they can create unique 

challenges to security, performance, agility, and cost. Service 

providers untangling this complexity will give themselves a seri-

ous competitive edge; cloud buyers are eagerly waiting for it.
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