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Executive Summary 
• Hyperconnectivity is a term to describe the interconnectedness of people, organizations and 

machines, and its growth will revolutionize the way people work together and create value 
in their day-to-day lives. Hyperconnectivity is a goal of successful digital transformation. 
Hyperconnectivity implies an explosion of new endpoint types, communication patterns and 
business relationships. The impending rollout of global 5G networks will accelerate this trend.

• The concept of an enterprise endpoint is evolving to include individual workers’ established 
productivity platforms (laptops, PCs, mobile phones, tablets) and an emergent array of 
connected devices such as wearables, industrial machinery, robotics, environmental sensors 
and medical devices, as well as vehicles such as cars, bikes, trains, aircraft and drones.

• The benefits of hyperconnectivity will be negated by the risks posed by the growing landscape 
of cybersecurity threats if countermeasures fall short. Concern about security incidents 
is regularly identified as the number one inhibitor or challenge associated with digital 
transformation. Regulators around the globe have also upped the pressure on businesses to 
protect their customers’ security and data via increasingly rigid privacy and security laws in 
sectors such as financial services, healthcare, transportation and public safety. 

• To be effective against these threats, enterprise leaders not only need to leverage automation 
and orchestration of infrastructure hygiene tasks, but they also need to put better capabilities 
to work to augment the skills of their security teams and help them defend in this more 
complex world. Security tools enabled with machine learning (ML) and artificial intelligence (AI) 
provide clarity and focus in the broader stream of alerts and events that pummel security staff. 
Being able to link activities and identify and prioritize risks can make teams more productive.

• Given hyperconnectivity’s impact, both positive and negative, the modern C-suite must 
expend the energy and investment – based on their specific business situation – to unlock 
the potential of digital transformation and hyperconnectivity to meet core business goals 
in the context of the complex environment of legacy investments and processes, including 
cybersecurity. 
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Digital Transformation Begets  
Hyperconnectivity and New Risks
Business leaders around the world are pursuing digital transformation to meet their strategic 
goals. 451 Research defines digital transformation as IT innovation aligned with and driven 
by a well-planned business strategy, with the goal of transforming how organizations serve 
customers, employees and partners; support continuous improvement in business operations; 
disrupt existing businesses and markets; and devise new businesses and business models.

Hyperconnectivity is defined as the interconnectedness of people, organizations and machines 
that results from digital transformation. Canadian social scientists Anabel Quan-Haase and Barry 
Wellman invented the term during their studies of person-to-person and person-to-machine 
communication in networked organizations and societies. Taken in the enterprise context, we 
offer it is as one of the desired outcomes of a well-defined digital transformation strategy. Most 
enterprise respondents in our recent Voice of the Enterprise: Digital Pulse study indicated that 
they are underway with digital transformation or expect to be in the next 12-24 months (see 
Figure 1). 

Figure 1: Digital transformation status
Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Workloads and Key Projects 2019

For those pursuing digital transformation, data security and privacy concerns are paramount 
(see Figure 2). As we discuss throughout this paper, taking a proactive approach to data privacy, 
security and cyber defense is job number one for C-level executives. The bad news is that the 
overall volume and sophistication of attacks is increasing at a pace that is outrunning traditional 
security products. The good news is that a new breed of tools and techniques to counter these 
threats is emerging. These tools tap the power of artificial intelligence to detect and respond 
to this next generation of threats and can act as a force multiplier for security teams working to 
secure the larger attack surface that hyperconnectivity presents. 
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Figure 2: Data security and privacy are the top challenge of digital transformation
Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Workloads and Key Projects 2019

Hyperconnectivity: Network Effects Apply to both  
Value and Risks

Digital transformation and hyperconnectivity are tightly related yet distinct. Hyperconnectivity 
is an outcome of successful digital transformation; specifically, it presents a new era of 
interconnectedness driven by the exponential growth of communication pathways between 
applications, people and machines. It portends the growing long tail of endpoints and 
communication channels that fall under IT’s responsibility, including Internet of Things (IoT) devices. 

In hyperconnected environments, there are ‘network effects’: the potential for enterprise and 
ecosystem value creation grows as the number of communication pathways increases among 
individuals (employees, partners, customers, other stakeholders), applications (industry-specific, 
task-specific, collaboration, IoT data, CRM, ERP, analytics, etc.) and their supporting endpoints 
(machines, vehicles, personal/enterprise computing devices, sensors). However, these network 
effects also apply to the landscape of cyber risks – for example, every additional endpoint 
exponentially increases the system-wide risk (see Figure 3).
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Figure 3: Hyperconnectivity: endpoints and communication pathway drive increasing value
Source: 451 Research

Given hyperconnectivity’s impact, both positive and negative, the modern C-suite must expend 
the energy and investment, based on their business situation, to unlock the potential of 
digital transformation and hyperconnectivity to meet core business goals within the complex 
environment of legacy investments and processes, including cybersecurity. 

As we enter this new era of hyperconnectivity, enterprises can no longer rely on the same core IT 
tools and techniques that steered them through the internet and mobile eras of computing. This 
Pathfinder discusses the implications of hyperconnectivity on endpoint security and privacy and 
offers best practices to counter the emerging threat landscape. 

Drivers of Hyperconnectivity

There are several drivers – both current and imminent – that are fueling the move toward 
hyperconnectivity. The evolution of enterprise endpoints toward the individual is perhaps the 
greatest driver, followed by innovations in the networking technologies used to create new data 
paths between devices, applications, users and execution venues such as the cloud. 

At the application layer, AI is helping create applications that can speak, learn and interact with 
humans. The use of microservices and APIs create the foundation for applications to exchange 
and communicate with other applications. The emergence of new computing venues such as 
edge computing create another catalyst as new human-to-machine interfaces (HMI) emerge, 
including augmented reality/virtual reality (AR/VR), which is starting to take off both with 
consumers and enterprises. Some of the key drivers of hyperconnectivity are outlined in Figure 4.
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Figure 4: Drivers of hyperconnectivity
Source: 451 Research

DRIVER ACCELERATORS WHEN NOTES

ENDPOINT EXPLOSION 
AND EVOLUTION

BYOD, industrial robotics, low-
cost sensors, wearables as I/O to 
enterprise applications and AR/VR, 
connected vehicles, medical devices

Now Concept of enterprise endpoint is evolving to 
create an IT estate that must be proactively 
managed and secured using the latest tools. 
This will be the modern CISO’s greatest 
challenge.

EXPANDING AND 
IOT-FRIENDLY 
NETWORKS

LTE-M, NB-LTE, 5G, Bluetooth 5, 
Wi-Fi 6, LEO satellites, CBRS and 
unlicensed spectrum models

Now There are now IoT networks available 
for every purpose, with the appropriate 
performance/cost equation. The emergence 
of 5G over the next five years will be one of 
the greatest drivers of hyperconnectivity.

COMMUNICATION PATH/
PATTERN EVOLUTION

M2M, application to application 
(A2A), H2A, H2H, M2H

Now Gone are the days when communication 
between humans (H2H) was the dominant 
modality. The emergence of intelligent 
chatbots, machine-to-machine (M2M) 
communications and the evolution of HMI is 
causing unrelenting increases in messaging 
patterns to the point that H2H traffic will be 
the minority in five years.

HYPER-DISTRIBUTED 
EDGE COMPUTING 
MODELS

5G, multi-access edge computing, 
fog

3-5 
years

The emergence of edge computing capacity 
across the entire ICT ecosystem will 
accelerate hyperconnectivity as it portends 
the day when computing capacity is made 
available wherever it is needed to support 
application need. This area will be a great 
battleground among ICT leaders.

THE EVOLUTION OF THE ENDPOINT IN THE ENTERPRISE 

Endpoints are critical because they are both the I/O and user equipment for an enterprise and 
its assets (human, physical, virtual or otherwise). It’s remarkable to think about how far we’ve 
come in the past 45 years as Moore’s law has relentlessly put more computing power into our 
hands and devices at lower costs. The desktop PC and workstation went through an era of 
consumerization that democratized these devices, resulting in a vibrant PC market. 

The unprecedented adoption of smartphones globally, after another wave of rapid 
consumerization, created the need for enterprise IT to accept employee devices into the 
organization’s endpoint estate and manage and secure these devices just as they would the 
traditional enterprise PC endpoints. Today, with the emergence of the Internet of Things, we are 
entering an era of even greater growth in the number of endpoints enterprises must now actively 
manage and secure. IoT endpoints represent a spectrum of devices that includes low-cost 
sensors, vehicles, robotics, wearable computing devices and high-definition cameras. Although 
IoT projects were traditionally ‘air-gapped’ from the public internet and existed in the exclusive 
domain of OT stakeholders, most modern enterprises are converging OT and IT. As part of that 
transition, there has been an explosion of endpoints that need to be secured and managed by IT 
departments (see Figure 5).
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Figure 5: The Evolution of endpoints in the enterprise 
Source: 451 Research

EXPANSION OF IOT-FRIENDLY NETWORK CHOICES

Just a few years ago, the connectivity options for IoT devices were limited. On the mobile carrier 
side, 2G/3G networks provided M2M connectivity, and the carriers treated machines the same 
as humans, using the same SIM cards, core network, HSS/HLR and billing infrastructure as they 
used for consumer mobile voice and data service. 

Today, the situation is far better with excellent connectivity options available for every 
conceivable use case. These include licensed and unlicensed spectrum options, in-building, 
personal area network, broadband wide-area network, satellite and LPWAN. Global telecom 
operators have aggressively rolled out IoT-device-friendly variants of LTE to support low-power, 
long-battery life use cases such as environmental sensors. IoT services are now run by operators 
on their own physical or virtual core infrastructure, and data plans and service levels can be 
specified to meet the needs of the individual use cases.

The imminent arrival of 5G globally is a major catalyst for hyperconnectivity given the 
performance capabilities expected, which include the ability to increase the number of 
concurrent IoT connections by 100x and with 10-25x increases in bandwidth capacity, as well 
as ultra-low-latency performance of less than 5ms to enable applications such as autonomous 
vehicles and industrial robotics.
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COMMUNICATION PATH EVOLUTION 

While communication and data exchange between humans remains critical, new paths between 
applications, machines and every combination in between have emerged driven by endpoint 
diversity, edge intelligence, and application and user experience improvements in areas such as AI 
and natural language processing to support chatbots. 

The emergence of these technologies, M2M communications and the evolution of HMI is causing 
unrelenting increases in messaging patterns to the point that H2H traffic will be just a small 
fraction in less than five years.

HYPER-DISTRIBUTED EDGE COMPUTING SYSTEMS

The term ‘edge computing’ refers to IT topologies that deliver computing resources closer to 
the applications, devices and users that rely on them. Edge computing architectures provide a 
necessary counterpoint to the trend in which IT resources swayed toward centralized public clouds 
and large corporate datacenters over the past 10 years. Many mature and emerging use cases, 
such as analytics applied to IoT data close to the source, can take advantage of edge platforms.

The emergence of edge computing capacity across the entire ICT ecosystem will accelerate 
hyperconnectivity as it portends the day when computing capacity is made available wherever it is 
needed to support application need. This area will be a great battleground among ICT leaders.

Expected Benefits of Hyperconnectivity

Because we have drawn a straight line of cause and effect between digital transformation and 
hyperconnectivity, we think it is worthwhile to consider enterprise drivers and potential benefits 
of hyperconnectedness. In our recent VotE: Digital Pulse study, we asked IT decision-makers 
about their expected outcomes of digital transformation (see Figure 6). We found that positively 
impacting customer experience, data-driven business intelligence, new digital products and 
services, process automation, and employee productivity were all chosen by at least 30% of  
the respondents. 
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Figure 6: What is the purpose of digital transformation?
Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Workloads and Key Projects 2019

Figure 7 provides more details about each of the top five responses to give color on how 
hyperconnectivity driven by evolving endpoints supports the goal and the endpoint implication.

Figure 7: Endpoint implications for digital transformation
Source: 451 Research

BUSINESS GOAL HYPERCONNECTIVITY 
USE CASE

DESCRIPTION ENDPOINTS IN USE TO 
SUPPORT

ENHANCE CUSTOMER 
EXPERIENCE

Digital in-store experience The 'store of the future' experience 
where a customer walks into the store, 
is recognized via digital ID (facial, 
mobile, etc.) and receives a personalized 
and digitally enhanced experience. 
Basic service: Free Wi-Fi. Advanced 
service: Augmented reality dressing 
rooms and robot concierge services.

Laptops, PCs, smartphones, 
digital signage, robots, 
kiosks, video cameras

DATA-DRIVEN 
BUSINESS 
INTELLIGENCE

Cold-chain management Digital systems and equipment applied 
to maintain a product within a specified 
low-temperature range from harvest/
production to consumption.

GPS tracker, environmental 
sensor, telematics units, 
telematics-enabled 
refrigerated enclosures
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BUSINESS GOAL HYPERCONNECTIVITY 
USE CASE

DESCRIPTION ENDPOINTS IN USE TO 
SUPPORT

DELIVERY OF NEW 
DIGITAL PRODUCTS 
AND EXPERIENCES

Predictive maintenance Systems used to help determine the 
condition of in-service equipment to 
estimate when maintenance should 
be performed. This approach costs 
less than time-based preventive 
maintenance because tasks are 
performed only when required.

Machine sensors, 
smartphones, AR/VR 
glasses

PROCESS 
AUTOMATION

Fleet management Digital solutions that organize and 
coordinate fleet vehicles to improve 
efficiency, reduce costs and provide 
compliance with government 
regulations.

GPS trackers, 
environmental sensors, 
telematics units

EMPLOYEE 
PRODUCTIVITY

Chatbot assistants AI-enabled computer systems designed 
to simulate conversations with humans. 
Typically used for product support, 
customer service or sales-enablement 
contexts.

Smartphones, laptops, 
tablets, servers

Hyperconnectivity Business Challenges 

BUSINESS PROCESS AND CULTURAL CHANGES

The changes that hyperconnectivity introduces to many companies’ current business processes 
represents a major non-technical challenge because the changes are far-reaching and require 
a reassessment of how business will be done. The potential disruption of business processes 
promises to elevate competitiveness, but enterprise leaders need to give a lot of thought both 
about what is possible and how business will be conducted in the future.

The added connectivity opens up new sales and support models such as pay-per-usage – paying 
based on business outcomes – and creates the capability to offer a new level of maintenance such 
as shipping replacement parts before they break via real-time usage tracking. While these changes 
represent drastic evolutions in business process and must be carefully considered, the upside 
potential across diverse areas such as brand enhancement, R&D, competitive differentiation and 
new revenue stream point to ROI that is compelling in most cases.

MANAGING OT/IT CONVERGENCE 

One of the most impactful implications of IoT’s arrival is the need for OT/IT convergence. This 
is especially true in the industrial sector where connecting industrial machines and supply chain 
data for process optimization is by no means a new concept. What is new is the a) integration of 
these data sources into enterprise systems of record such as CRM and ERP systems b) the use of 
standard compute, network and storage resources. 
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These trends taken together have required OT and IT stakeholders to collaborate, often converging 
under a common leadership and governance umbrella. This OT/IT convergence promises a more 
intelligent organization where the best of OT and best of IT are joined into a common solution 
framework. While digital technologies are available today – from the IoT endpoint, AI-driven 
endpoint security and edge computing to the cloud – to support OT/IT convergence, the cultural 
and business implications are what can create the most difficult headwinds.

Security and Privacy in a  
Hyperconnected World
The Business Need for Security

While extensive data pathways are the hallmark of hyperconnectivity and create agility, they are 
also more challenging to secure. Data volumes and the number of points of data accumulation 
are expanding, adding to the security management burden. Requirements for governance are 
also increasing as regulatory bodies implement more privacy-aware strictures. The combination 
of these forces creates complexity that’s far greater than organizations have historically had to 
manage.

CISO/CIO Challenges

Security and technology managers must adopt more sophisticated strategies to mitigate the 
expanded risks that hyperconnectivity presents and ensure that those security management 
procedures don’t block the business value it seeks to deliver. Hyperconnected organizations are 
working to move faster, and security protections have to be as nimble as the capabilities they are 
protecting. CISOs and CIOs have to transform the traditional model of managing security scale 
through limiting change in ways that build in security as infrastructure expands and changes.

Evolving Threat Landscape

One of the most significant factors that compounds security management complexity is the 
constant evolution of both the attackers and their attack methods. The sophistication of tools 
available for exploitation continues to grow. Attackers are improving the ways in which they 
monetize the spoils of their breaches, with correlation and aggregation capabilities. Attack 
techniques are moving from simple vulnerability exploitation to identity and privilege abuse. With 
hyperconnectivity expanding the connection options, attackers have more points to probe.

Attackers have been able to put automation to work as well. We’re well established in the world 
of scanning and fingerprinting tools, such as the Shodan search engine, which has simplified the 
task of building lists of targets. By applying automated attack tools, an attacker can address large 
swaths of infrastructure with just a click. 
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Countermeasures, Including AI and ML 

Organizations need to move beyond the idea that simply throwing more people at the security 
management problem will be effective. They’re facing an enemy that already has weapons 
with a level of sophistication and scale that has made any countermeasure requiring manual 
intervention or analysis ineffective. An entrenched infosec staffing shortage has further quashed 
this premise.

To be effective against the threats that face them, companies not only need to leverage 
automation and orchestration of infrastructure hygiene tasks, but they also need to put better 
capabilities to work to augment the skills of their security teams and help them defend in this 
more complex world. Another difficulty that hyperconnectivity presents is the fracturing of 
security data sources, and teams need the ability to correlate and normalize information that’s 
available. Traditional methods depended on a common set of tools to reduce complexity, but 
that’s not the situation today. Machine learning and early artificial intelligence efforts can provide 
clarity and focus in the broader stream of alerts and events that pummel security staff. Being 
able to link activities and identify and prioritize risks can make teams more effective.

Technology Discussion 

SECURITY AND IDENTITY MANAGEMENT

The single greatest technical challenge that threatens to sink the hyperconnectivity opportunity 
for any given organization is risk associated with security breaches and privacy exposure that 
hyperconnected systems introduce. The inclusion of ‘things’ introduces many of the security 
challenges faced in earlier phases of the computing revolution and makes them even more 
complex, driven primarily by the following factors:

• Security. The highly distributed nature of most IoT solutions presents a myriad of security 
challenges. Intelligent systems may rely on the internet for connectivity or use cloud-based 
compute or storage resources. Security systems and practices must be extended to protect 
against data loss, service theft and increasingly sophisticated denial-of-service attacks in a 
scalable manner. Intelligent systems must support cohesive authentication, authorization and 
auditing capabilities to establish trust, govern access to resources, and ensure compliance with 
governmental regulations and corporate policies. And they must support strong encryption 
schemes to safeguard data confidentiality and protect intellectual property.

• Lack of edge computing power and real estate. Unlike smartphones, PCs, tablets or laptops, 
IoT devices have limitations on the amount of processing power (CPU), battery and storage 
available to support advanced security techniques and the ability to protect themselves from 
attack.

• Ill-defined perimeter. Traditional IT security has defined perimeters where access controls 
can manage the flow of data at specific points. When the majority of application infrastructure 
was on-premises, security systems and special appliances and software techniques could be 
placed at choke points where information flowed across the perimeter to keep bad people out. 
The volume and mobility associated with IoT deployments at scale require a complete rethink 
of security architecture. The expectation that security must come with feature/cost trade-offs 
needs to be eliminated in favor of environments that offer superior security with no feature 
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compromises. As more application infrastructure has shifted to partners or other locations, 
the idea of a single perimeter has become outmoded. The perimeter has clearly moved to 
everywhere computing devices must go, including into the cloud.

• Complex identity management. Security and identity management go hand in hand. You 
can’t have solid security in the absence of a well-thought-out identity management system 
and supporting policies. To protect the device from malware or unauthorized takeover, it is 
crucial that only authorized software can run on the device. New devices must be discovered, 
authorized and credentialed efficiently. Beyond a single device, communication between 
devices, between a device and a user, and between a device and the cloud needs to be secured 
as well. Only authorized people, machines and services should be able to communicate with 
each other in an IoT system. Unfortunately, this responsibility is often left to enterprises to 
manage on their own, or device and platform makers, which implement only the most basic 
IDM and security features, or, in some cases, none at all.

• Significant unknowns. IoT is still in its infancy and brings together several known 
vulnerabilities into one place, which creates significant ‘unknowns.’ For many of the early 
system architects, security was an afterthought or not considered at all due to apathy, costs 
or a perceived lack of threats. Once systems begin to scale and connect to the internet, they 
will become the targets of hackers. We do not yet know the full extent of the damage that can 
be done to companies that suffer an IoT-related system breach, but the first wave of hacks 
provided us daunting clues. What we do know is that it is becoming cheaper and easier for 
moderately skilled hackers to wreak havoc on firms they target regardless of motivational 
factors, which run the gamut – having fun, making money, political protests, all the way to 
state-supported terrorism.

Challenges of Hyperconnectivity 

ENDPOINT PROTECTION AND AI

To keep up with the evolving threat landscape, as well as the complexity and scale introduced 
by hyperconnectivity, enterprises increasingly require more automated approaches to threat 
detection, prevention and response. Techniques based largely on ML and AI have emerged to 
help meet this need. Endpoint detection and response (EDR) offerings, for example, have moved 
beyond static, rules-based detection to dynamic threat detection based on real-time analysis 
of telemetry collected from the endpoint. These techniques enable the detection of a broader 
range of threats, including zero-day malware without a known threat signature, and fileless 
(non-malware) attacks. At the same time, the continuous correlation of endpoint data with other 
available datasets, such as SIEM and firewall logs, simplifies incident response by reducing the 
manual effort to bring together data from disparate datasets.

In addition to enabling rapid detection and response, ML and AI can also be helpful in threat 
prevention. AI-based threat-prevention techniques leverage their understanding of how the 
device functions to predict whether there will be a negative impact from executing a certain 
operation. Using AI in this way enables an organization to block anything that the algorithm 
predicts would be harmful to the endpoint. Without the need for human intervention, analysts 
can focus on investigating the remaining alerts that slip through the preventive defenses.
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PERSONA AND CONTEXTUAL SECURITY TECHNIQUES

Machine learning also enables security policies to be enforced in real time according to the 
context of a given situation. Persona is a user behavior analytics tool from BlackBerry Cylance 
that leverages machine learning to build behavioral profiles for all of an organization’s users and 
enforces security policies according to how suspicious a user seems. The product continuously 
analyzes user behavior – including typical communication patterns, system resources accessed, 
applications used, time and location data, login activity, and keyboard and mouse movements 
– to understand what normal user behavior looks like and what could be indicative of account 
takeover. After building its model for normal behavior, Persona generates a trust score that 
reflects the riskiness of current activity based on how closely it follows the profile. 

These trust scores enable Persona to continuously validate that a user session is legitimate. For 
example, if a user’s trust score drops dramatically as the result of highly suspicious behavior, 
Persona can require that the user reauthenticate to the device, or revoke access if necessary. 
Even without forcing reauthentication, Persona could restrict access to sensitive resources if the 
trust score is below a certain level. The ability to automatically adjust access and authentication 
policies based on a user account’s real-time risk to the organization is helpful to security teams 
struggling to detect credential theft and malicious insiders. 

MOBILE THREAT DETECTION AND CONVERGENCE WITH LEGACY ENDPOINTS

The proliferation of mobile devices throughout the modern enterprise IT environment has 
forced security teams to take responsibility for protecting sensitive data on endpoints that 
largely operate outside the network perimeter. These devices are often rich targets; employees 
may access email or have credentials for other business applications stored on their devices. 
Compromising a user’s mobile device by sending a phishing email with the goal of gaining 
persistent access to more sensitive systems is one example of how a threat against a mobile 
endpoint could be carried out. The ability for attackers to use compromised mobile devices to 
gain access to sensitive information is precisely why enterprises should have a mobile threat 
detection offering installed on all employee devices. 

While it is essential that enterprises invest in a purpose-built mobile threat detection offering 
designed to detect mobile-specific threats, it shouldn’t be separate from the rest of the 
company’s endpoint security program. Rather, mobile threat detection should feed into 
existing endpoint security and endpoint management tools to provide consolidated visibility 
across all of the company’s endpoints. The ability to view the health and configuration of all 
of an organization’s devices (mobile or otherwise), apply security policies to those devices, 
and investigate incidents will be critical for enterprises to maintain their security posture in 
hyperconnected environments.
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Mobile Endpoint Security Use Cases 
Adaptive Policy Based on User Behavior/Context

This presents the leading edge of innovation for user authentication by tapping multiple data 
sources (location, network, device, application and usage) and applying AI/ML logic to verify 
identity or taking further actions to verify identity or mitigate unwanted intrusion. Using 
innovations such as real-time trust scoring and ongoing authentication, many solutions (including 
BlackBerry® Intelligent Security) are raising the level of experience for trusted users who are 
behaving in a normal manner.

Figure 8: Adaptive policy management 
Source: 451 Research/BlackBerry

© 2016 BlackBerry. All Rights Reserved. 1
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Use Cases

FINANCIAL SERVICES/ADAPTIVE POLICY 

USER ROLE: WEALTH MANAGER. A financial manager to high-net-worth clients for a Swiss bank.

When the banker travels outside of Switzerland to meet with clients, the company’s smartphone and tablet policies are 
dynamically adapted, such as: 

• Timeouts are decreased.

• Amount of data synced is reduced.

• Access to intranet sites is restricted.

This ensures wealth managers are as productive as possible while dynamically minimizing the threat surface and 
maintaining a high level of security. The actions protect the bankers and their clients from risk of device loss, theft or 
seizure. Upon return in-country, normal polices are automatically applied.

USER ROLE: RETAIL BANKER

When bankers enter a retail branch of their main bank, their presence is detected based on mobile device geolocation. 
Adaptive policy actions:

• Access to privileged apps appropriate to their role are enabled upon arrival.

• When they leave the premises, access to privileged apps from that location are automatically disabled.

This ensures bankers can be as productive as possible while dynamically minimizing the threat surface and maintaining 
a high level of security.

AI-ENHANCED ENDPOINT PROTECTION

The EDR market was first driven by industry recognition that there are limits to how effective a 
signature-based approach to endpoint security (and the manual, time-intensive development and 
distribution cycle) can be compared to the ease of acquiring and launching a zero-day threat from 
malware readily available from a number of nefarious channels.

To protect endpoints, including IoT devices, there are security products commercially available 
that can predict, then block, cyberattacks on endpoints in real time using pre-execution AI 
algorithms. These offerings leverage the power of machine learning, not humans, to dissect 
malware’s DNA. The algorithms then determine whether the code is safe to run or present 
findings to a human expert to make the decision. 

This is especially important because as BYOD policies have become increasingly common in 
enterprises – which, in turn, use a range of software-as-a-service solutions – endpoints have 
become the weak link when it comes to cyberattacks, making their protection of paramount 
corporate concern. 
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USER: LARGE MEDICAL CENTER WITH 10,000 ENDPOINTS. 

When assessing EDR solutions, the customer concluded that signature-based antivirus was insufficient to combat 
emerging attacks, and its need to remain online and networked to receive updates did not provide adequate support for 
its endpoints. 

The customer deployed a solution that a) provided threat identification by detecting malicious files previously 
undetected by existing signature-based systems and b) provided AI-powered malware detection, application and script 
control, memory protection, and device policy enforcement. 

Results: Testing revealed higher overall detection of malicious files and malware and a general decline in overall malware 
infections.

Conclusion and Outlook
We are living in an era of hyperconnectivity, driven by digitization and digital transformation 
initiatives. The technology that supports it is no longer a back-office cost center; for many, it’s 
moving to the strategic center of the organization, and that elevation brings with it significant 
risk if not managed effectively. 

While these are exciting times for business leaders who can leverage technology to improve 
the customer experience, drive revenue and increase efficiency, the same network effects that 
create the value of hyperconnectedness open the door to new classes of security threats that 
have to be mitigated. Traditional tools and methods can’t cope with the scale and complexity  
that new environments create, and organizations have to look to new techniques and capabilities 
to survive. 

The very notion of an endpoint has changed as IoT devices have burst onto the scene to enable 
individuals’ and organizations’ productivity. Their ubiquity brings new awareness, but that 
ubiquity also compounds the security and management challenges with which businesses are 
already struggling.

With hyperconnectivity, endpoint security is not about detection or prevention alone. To deal with 
the sophisticated, signatureless attacks, organizations must consider solutions that leverage 
advanced algorithm-led approaches to feed prevention and detection capabilities to keep pace 
with modern attackers while freeing individuals to be as productive as possible. 

Organizations must move to a new generation of tools and techniques to manage a more diverse 
set of endpoints in a hyperconnected world – ones that can readily support the agility and scale 
that their business demands while effectively mitigating the risks that today’s threat scenarios 
present. The risks are far too great to rely on legacy approaches.
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